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Isolation Pattern

» |solate safety functions from non-safety critical functions
— Separate CPU
— Separate memory
— Separate devices

— Separate process (e.g. ARINC 653-style OS support)

» Safety-relevant systems are 300-1000% more effort to produce
— Isolation of safety systems allows more expedient development

= Care must be taken that the safety system is truly isolated so that a defect in

the non-safety system cannot affect the safety system

Safety
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Non-Safety

Componentl
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Channel Pattern

= Problem

— Efficient execution of a system in which data is successively transformed in a series of
steps

— Want to organize and manage a hi-reliability, hi-availability, or safety-critical system that
must provide redundancy of end-to-end behaviors

= Solution

— Construct the system as a channel, a large scale subsystem which handles data from
acquisition all the way through dependent actuation. Provide as many independent
channels as necessary.

= Consequences
— A simple organizational pattern that permits redundancy to be easily added.

— May use additional memory since channels are designed to be independent, requiring
replication (redundancy)
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Channel Pattern

plnput

| 1 itsSensor:Sensor

itsChannsl:Channsl

1 itsDaturn: Diatum

1 itsinputFilter: InputFilter

]_

1 itsDatum: Daturn

© itsAbstract Transformstion: Abstract Transformation

1 itsDaturm:Datum

1 itsCutputFilter: CutputFilts

H acquire(jvoid

H transform{veid

B controlActuator():veid

o Datumn =t
" partialby
fraw} T H value:int ook ed
1
InputFilter

Datum

M valueint

i}

trans formed
control value
output

1

AbsztractTransfommation

B acquire():void

5 Interneto:Things

H transform{):veid

Datum

= valus:int

1

CutputFilter

i

Conorete Transformation

& control&ctuator():...

1 itsActustorActustor

pOutput
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Channel Pattern Example
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Class Form

InputFilter

Abstract Transformation

& acquire()-void

ECGACquirer

QutputFilter

rawCiueue | 1

= sizeint
= head:int

1
Btransform(void Ecnntrnlﬂctuatur(}:u_..
ECGDataReducer CQRSAnalyzer WaveformScaler Waveform\iew
rawCiueue L cookedQueue | 1 coockedQueue |1 cookedQueue, |1
DataCiueue
1
cookedClueue

Binsertivdouble)void
B removel:double

6 Interneto:Things
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Channel Pattern Example

r— Y T = — -
| Object Form |
| ECGDataChannel I
| |
| pSensor 1 it=sECGAcquirerECGACquirer 1 itsECGDataReducerECGDataReducer 1 it=QRSAnalyzerQRSAnalzer teWaveformScaler WaveformScaler
| L pActuator |
| —] |
| |
| |
| |
| |
| RawQueyes DataClusue |
. cookedQueue DataQueus |
| E :'Zecil'_"_'tt R headnt tzWaveform\iew WaveformView |
| H head:in tE'T' i|n
| B insert{v:double):void Htaitn |
H remove():double Hinzert{v:double):void |
| H remove():double
| |
| |
| |
________________________________________________ —

:_ In Use |
| 1  ECGModule 1 ECGDataChannel 1:ECGDataChannel 1 SurgeonDiaplay |

— pChi pSensor pActuator pCh1 |
| [ L‘] [‘] [ |
| |
| 1 ECGDataChannel 2:ECGDataChannel | |
| pCh2 DSEFBDIE pActuator p[;hlgr |

L2

| [ I |
| |
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CRC Pattern

= Problem

— This pattern addresses the problem that variables may be corrupted from a variety of
causes such as environmental factors (such as EMI, heat, and radiation), hardware
faults (such as power fluctuation, memory cell faults, and address line shorts), or
software faults (other software erroneously modifying memory). This pattern addresses
the problem of data corruption in large data sets.

= Solution

— The pattern adds cyclic redundancy checks to identify data corruption and trigger
appropriate action when it occurs

= Consequences
— CRC uses a small amount of memory for strong bit-corruption identification

— Table-driven implementations use additional block of memory to hold table but are
computationally efficient

8 Internet Things © 2019 IBM Corporation



IBM Analytics

|I|
1

.
N

| a ||
A1
1
lIn
dal
T
@
@
\

CRC Pattern

DataClient

aFuncticns
computeCRC(data:char®.sizecunsigned int,seed:int. final:int)void

/|\
CRCProtectedData alUsages
—
= CRC:unsigned int e
1 = dataSet-DataType dataSet[MAX_DATA_ELEMENTS]:
& updateData()-void
& getData()-void

& errorHandler()-void

DataType

s Interneto:Things

© 2019 IBM Corporation



IBM Analytics

CRC Pattern Example

CRCCalculator

M crc_table-unsigned short crc_tahle[256];

& computeCRC(data:unsigned char * length-size_t seed-unsigned short final-unsigned short)-unsigned shart

o Init()

HositalPatientSystem

PatientData

DrugDeliverySystem

M pData:PatientDataType
M cro:unsigned short

Thermometer

NIBP

BloodO2Sensor

AlarmManager

Ha Init()

& setMame(n-char®)-void

& getMame()-char

& setPatientlD(id:unsigned long):vaid

& getPatientlD():unsigned long

& setWeight(w-double)-void

& getWeight():double

& setAge(a-unsigned short)void

& getAge():unsigned short

& setGender(g:GenderType Jvoid

& getGender():GenderType

& setSystolicBP(sBP-unsigned short)void
& getSystolicBP(J:unsigned short

& setDiastolicBP(dBP:unsigned short)vaid
& getDiastalicBP()-unsigned short

& setTemperature(t:unsigned short)-void

& getTemperature():unsigned short

& setBlood02Conc(02:unsigned short)void
& getBlood02Conc()-unsigned short

& errorHandler{errCode:ErrarCodeType )void

«Usages

«lJsages

& announceAlarms()void

& addAlarm(alarmCode:ErrorCadeType ):void

«Usages

«Usages

aTypen
ErrarCodeType

«Types
PatientDataType

= name:char name[100];

M patientlD-unsigned long

= weight:double

™ age:unsigned shart

= gender-GenderType

M systolicBP:unsigned short
= diastolicBP:unsigned short
= temperature:unsigned short
M heartRate:unsigned shaort

M blood02Conc:unsigned short

| alUsages

'3

wTypes
GenderType

©iNO_ERRORS

4 UNKNOWN_ERROR
©iCORRUPT DATA

@ WEIGHT TOO_LOW

@i WEIGHT TOO_HIGH

i AGE_TOO_HIGH

©: GENDER_OUT_OF_RANGE
©iSYSTOLIC_TOD_LOW
©iSYSTOLIC_TOO_HIGH
$:DIASTOLIC_TOO_LOW
©:DIASTOLIC_TOO_HIGH

©i TEMPERATURE_TOO_LOW
@ TEMPERATIURE_TOO_HIGH
©iBLOOD_02_TOO_LOW
©:BLOOD_02_TOO_HIGH

“iMALE
©i FEMALE
¢i HERMAPHRODITE
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Smart Data Pattern

= Problem

— The problem this pattern addresses is to build functions and data types that essentially
check themselves and provide error detection means that cannot be easily ignored.

= Solution
— The key concepts of the pattern are to
 Build self-checking types whenever possible
« Check incoming parameter values for appropriate range checking
» Check consistency and reasonableness among one or a set of parameters.
= Consequences

— The downside for using smart data types is the performance overhead for executing the
operations.

— The upside is that the data is self-protecting and provides automatic checking when the
data is set.

— Itis also possible for the programmers to avoid using the functions and access the
values directly if they are so inclined, defeating the purpose of the smart data type.
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Smart Data Pattern

Errorfdanager

SmartDataType

& handleError(errCode:ErrorCodeType )-void

| gllsages

ServerClass

M sdt-SmartDataType

& setValue(v-SmartDataType ):ErrorCodeType
& getValue(): SmartDataType
A Init()

|

|

|

|

|

|

|

| N

\l/ }J{UEEQEE

a Types
ErrorCodeType

©iNO_ERRORS

©iBELOW _RANGE

¢ ABOVE_RANGE
©:INCONSISTENT VALUE
©#ILLEGAL_USE_OF_MULL_PTR
©#INDEX_OUT_OF RANGE

&4 value-PrimitiveType

& lowRange:PrimitiveType

& highRange:PrimitiveType

& errorCode ErrorCodeType=NO_ERRORS

i Init(val-PrimitiveType _low:PrimitiveType _high:PrimitiveType _erfMgrPtr-ErrarlManager)
& checkValidity()-ErrorCodeType

& setValue(v-SmartDataType v ) ErrorCodeType
& setPrimitive(p-PrimitiveType )-ErrorCodeType
& getPrimitive():PrimitiveType

& getValue():SmartDataType

& errorHandler(err:ErrarCodeType ):void

& setLowBoundary(low:PrimitiveType )-void

& setHighBoundary(high-PrimitiveType)-void

& getLowBoundary()-PrimitiveType

& getHighBoundary():PrimitiveType

& getErrorCode():ErrorCodeType

& cmp(sdt:SmartDataType )int

& pCmp(sdt:SmartDataType )int

12 InternetoiThings
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Smart Data Pattern Example

AlarmManager

Smartint

ﬁ addAlarm(errCode:ErrorCodeType yvoid 1

7

zlJsages

|
|
|
s

PatientDataClass

zlJsages

M name:char name[100];

= weight:Smartint

= age:Smartint

= patientiD:long

= heartRate:Smartint
Efr.JregroundCoIor:SmartColor

ﬁsetFCoIor(fc:ColorType Jvoid
§H getFColor():ColorType
ﬁsetElColor(bc:ColorType Jvoid
& getBColor();ColorType

§ checkaliData(yErrarCodeType

& valuesint

& lowRange:int

&7 highRange:int

& errorCodeErrorCodeType=N0O_ERRORS

W Initfvaliint low:int high:int errMar:struct AlarmManager )
ﬁcheck‘ufaIidity[}:ErrorCocIeType
ﬁsetValue[s:Smartlnt JErrorCodeType
§ setPrimitive(pint)ErrorCodeType

& oetPrimitive()int

& oetvalue():Smartint
EerrorHandler(errErrorCodeType yvoid
ﬁSetLowEIoundary(low:im}:void
ﬁsetHighEloundary(high:int}:void

& oetLowBoundary()int

& getHighBoundary():int
ﬁgetErrorCode(}:ErrorCtJdeType

aTypes
ErrorCodeType

$iNO_ERRORS
$$BELOW_RANGE
$1ABOVE_RANGE
$1INCONSISTENT_VALUE
$1ILLEGAL_USE_OF_NULL_PTR
$$INDEX_OUT_OF_RANGE

. §cmp(s:Smartint yint «Types
= backgroundColor:SmartCalar 5 pCrp(s-Smartint yint ColorType
W Init(errMar:AlarmManager® ) GiBLACK
B sethame(n:char*)void $iBROWN
& oetMame().char® SmartColor $iRED
§ setWweightiw:int)void $iPINK
B getweight(yint & value:ColorType $iBLUE
B sethge(a:intyvoid & lowRange ColorType ©iGREEN
B oetdge(yint & highRange ColorType GIYELLOW
B setHeartRate(hrint)vaid .E errorCode.ErrorCodeType =NO_ERRORS SIWHITE
& oetHeartRate(yint zllsages

— _> i Initfval:ColorType low.ColorType high:ColorType errigr:struct AlarmManager )
5 checkvalidity():ErrorCodeType
ﬁsetVaIue(s:SmartColor}:ErrorCodeType
EsetPrimitive[p:CoIorType VErrorCodeType
5 getPrimitive():ColorType

& getvalue):SmanColor
EerrorHandler(err:ErrorCodeType Jvoid

& setLowBoundary(low: ColorType Jvoid
ﬁ5etHighEloundary(high:CoIorT\,rpe Jwoid

EgetLowEloundary[}:CoIorT\,rpe
5 getHighBoundary():ColorType
ﬁgetErrorCode[}:ErrorCodeType
B cmp(s:SmarnColoryint
EpCmp(s:Smartint J:int
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Protected Single Channel Pattern

= Problem

— Provide protection against errors (design flaws) in a cost effective way
= Solution

— A variant of the Channel pattern the uses light-weight redundancy to provide
identification of errors

= Consequences
— Low design cost
— Low recurring cost
— Not able to continue in the presence of faults

14 Internet Things © 2019 IBM Corporation
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Protected Single Channel Pattern

ConcreteTransformChecker

B check()void
\i} AbstractTransformGhecker
& check()void
0.1
01
SensorDeviceDriver AbstractDataTransform ActuatorDeviceDriver
™ dataSourceDataType 1 0.1-.] = data:OutputDataType
& acquireData()void = transform()-void

ConcreteDataTransform

M data:ConcretelntermediateDataType

Y transform()-void

15 Internet Things © 2019 IBM Corporation
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Protected Single Channel Pattern Example

FlowSensor

PressureSensor

FlowLimitCheck

1-.] ™ lowFlowLimit:int=0

= highFlawLimit:int=100

BandPassFilter

& checkFlow{flow:int):int

& filterData(flow:int}void

MovingAverageFilter

1

PositionCalculator

InfusionPump

1

PressureLimitCheck

M lowPressurelimit:int=0
M highPressureLmit:int=150

& checkPressure(press:int)int

1

PumpPositionCheck

M lowPositionLimit:int=0

M highPositionLimit:int=1000
M lastPaosition-int

=] maxPositionChange:int=50

& checkPosition(pos:int):int

1

AlarmManager

& addAlarm()void
& removeAlarm()-void

16 InternetofThings
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Multichannel Redundancy Pattern

» Problem
— Provide the ability to continue in the presence of a fault
= Solution
— Provide “redundancy in the large” by replicating channels
— Common variants
» Dual Channel Homogeneous Redundancy (DCHo)
» Dual Channel Heterogeneous Redundancy (DCHe)
» Triple Modular Redundancy (TMR)
= Consequences
— Low design-time cost (DCHo, TMR)
— High design-time cost (DCHe)
— High recurring cost (all)
— Able to continue in the presence of a failure (all)
— Able to continue in the presence of an error (DCHe, or TMR-He)

Note: Homogeneous channels are exact replicas; Heterogeneous channels use
different designs, algorithms, hardware types, and/or code.

17 Internet Things © 2019 IBM Corporation
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Homogeneous Redundancy Pattern (high level view)

"Class" View

—

itsOtherChannel

Channel

& enable()void
& disable()void

"Instance" View

1 primaryChannel:Channel

1 SecondaryChannel-Channel

18 Internet Things © 2019 IBM Corporation
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Homogeneous Redundancy Pattern (detailed view)

1
itsChannel

1
itsOtherChannel & enable():void

Channel

ConcreteTransformChecker

H check()void & disable()-void
\[} AbstractTransformChecker
B check():void
0,1
0,1
SensorDeviceDriver AbstractDataTransform ActuatorDeviceDriver
i data:SourceDataType 1 01| M data:OutputDataType
B acquireData():void & transform()void

ConcreteDataTransform

M data:ConcretelntermediateDataType

H transform()-void

19 Internet Things © 2019 IBM Corporation
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Triple Modular Redundancy (TMR) Pattern

Channel

3 ChannelArbiter

& actuate(channellD:int. outputValue:double):void
& contralActuation():void

Actuator

& setValue(value:double)void

20 Internet Things © 2019 IBM Corporation
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Homogeneous Redundancy Pattern Example

02FlowChannel
1 itsFlowSensor
fPort
[F——— 1 itsGasMixer
1.1 itsCompute02Flow
1 GMPort
L]
1 H set02F low
1 its02ConcentrationSensor & setBalanceGasFlow
cPort
[F— 1
1 its02FlowChecker
1 1 itsD2ConcChecker

1 jtsChannelMonitor

|

channel(}untrlil'f:’urt
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Homogeneous Redundancy Pattern Example

1 channel1:02FlowChannel
1 itsFlowSensor
fPort
[F—— 1 itsGaslMixer
1 itsComputeO2F low
GMPort
{1
H set02Flow
1 itsO2CaoncentrationSensor H setBalanceGasFlow
cPort
[F— "
1 its02FlowChecker
its02ConcChecker
1 itsChannelMaonitor
channelControlPort
channelControlPort s
1 T channel2:02FlowChannel
1 itsChannelMonitor
1 itsO2F lowChecker
its02ConcChecker
cPort
| 1 itsO2ConcentrationSensor
- itsGasMixer
itsCompute2F low
GMPort
I
fPort
1 1 itsFlowSensor & set02Flow
& setBalanceGasFlow

22 InternetoiThings
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Redundancy “in the small” with Defensive Design

» Redundancy “in the small” adds low-level checking on

— Data value range
— Data value consistency
— Computational accuracy

— Explicit pre- and post-condition checks

02_Source
wRate:f' M volumeRemaining:int
’ e M chamberPressuresint
. M flowRate:int

H setFlowRate(f.int):void
double mr; _ | EminutesRemaining():double
mr = volumeRemaining/ flowRate; & getFlowRate()int
return mr;

p

-

return flowRate;

23 InternetoiThings
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double mr;
if (CRC == computeCRC()) {
if (lowRate = 0) {
mr = volumeRemaining / flowRate;
return mr;
telse {
throw "Zero flow";
telse

throw "Corrupted data”; \

if (CRC == computeCRC{)) {
if if <= MAX_FLOW && f==0) {
flowHate =f;
CRC = computeCRC{); .

} else s

throw "Flow Out Of Range";
telse
throw "Corrupted Data™;

if (CRC== computeCRC{)) -
return flowRate;

else
throw "Corrupted Data™;

02_Source

M volumeRemaining:int
M chamberPressure:int
= flowRate:int

H setFlowRate(fint-void
& minutesRemaining():double
& getFlowRate()int

|

02 _Source_Safe

= CRC:long

& minutesRemaining():double
H setFlowRate(fint)void

& computeCRC{):lang

& getFlowRate():int

© 2019 IBM Corporation
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