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What’s an ICD?

= Aninterface control document (ICD) in systems engineering and software engineering,
provides a record of all interface information (such as drawings, diagrams, tables, and
textual information) generated for a project. The underlying interface documents provide the
details and describe the interface or interfaces between subsystems or to a system or
subsystem. — en.Wikipedia.org

= An ICD should only describe the detailed interface documentation itself, and not the
characteristics of the systems which use it to connect.

— The function and logic of those systems should be described in their own requirements
and design documents as needed (there are DIDs for all of these).

— For example, the ICD and associated interface documentation must include information
about the size, format, and what is measured by the data, but not any internal design or
implementation detalil

2 Internet Things © 2019 IBM Corporation
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Typical ICD Format

= System Overview

» |nterface Overview

= Protocol Overview

= Security, Privacy, and Integrity Management
» Referenced Standards

s InternetoiThings

N

o

Interface Control Document

Contents
1 System Identification 1
1.1 <System 1= 1
1.2 <System 2= 1
2. Interface Description 1
21 System Overview. 1
22 Interface Overview 1
23 Functional Allocation 1
24 Data Transfer 1
25 Transactions 2
26 Security and Integrity. 2
3. Detailed Interface Requirements. 3
3.1 <Interface 1> Requirements 3
311 Interface Processing Time Requirements 3
312 Message (or File) Requirements. 3
313 Communication Methods 5
314 Security Requirement: 5
315 Physical Requirements 5
3.2 <Interface 2> Requirements 5
4. Qualification Methods 7
Appendix A: Interface Control
Appendix B: References 10
Appendix C: Key Terms, 11
Appendix D: Information Exchange Matrix 1
Appendix E: Context Flow Diagram describes the number data flow: 2
ICD_XX Page ii
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Common ICD Forms
» |CD Template (textual)

6. Detailed Interface Requirements

Instructions: This section specifies the requirements for one or more interfaces between
two systems. This includes explicit definition of the content and format of every
message or file that may pass between the two systems, and the conditions under
which each message or file is to be sent. If an interface between the two systems is to
be implemented incrementally, identify the implementation phase in which each
message will be available The structure in the "Requirements for <Given Interface="
section should be replicated for each defined interface between the two participating
systems.

The template contained in the section named Requirements for <Given Interface>

(including subsections) provides a generic approach to interface requirements definition.

The specific interface definition should include only subsections relevant to the interface
being defined, and liberty may be taken in the organization of subsections under the
section named the section named Requirements for <Given Interface= Where types of
information not specified in the section named Requirements for <Given Interface> are
required to clearly define the interface, additional subsections should be added. Other
readily available documents (such as data dictionaries, standards for commercial
protocols, and standards for user interfaces) may be referenced instead of stating the
information here_ It may be useful to include copies of such documentation as
appendices fo the ICD. Where possible, the use of tables and figures is encouraged fo
enhance the understandability of the interface definition. In defining interface
requirements, clearly state which of the interfacing systems the requirement is being
imposed upon.

6.1 Requirements for =<Given Interface Name=

Instructions: Briefly summarize the interface for the name given above Indicate what
data profocol, communication methods, and processing priority are used by the
interface. Data protocols may include messages and custom ASCH files.
Communication methods may include electronic networks or magnetic media

6.11  Assumptions

Instructions: Identify any assumptions that specify organizational responsibilities for
specific activities or decisions, or that defines specific constraints. Assumptions might
include:

+ Data acceptance constrainis

» Responsibility for establishing and managing the communication protocol

* Responsibility for providing and/or accepling file feeds for test and production

processing
s Allowable file sizes
» Responsibility for decisions on acceptance of test results

6.1.2  General Processing Steps

instructions: Describe the daily, weekiy, monthly, etc., and threshoid processing.
Discuss the process to be used to confinm successful file transmission. Identify steps to
be taken if all records In a file are received and the steps to be taken If ail records are
not received. identify the reports to be used to document the results of daily, weekly,
monthly, etc., processing. Describe any special processing that will be performed if a
certain percentage (threshoid) of the records is rejecled

6.1.3  Interface Py ing Time Requil it

Instructions: If information Is required to be formatted and communicated as the data is
created, as a batch of data is created by operator action, or In accordance with some
periodic schedule, indicate processing priority. Requirementis for specific messages or
files to be delivered to the communications medium within a set interval of time shouid
be included in Subsection named “Message Format (or Record Layout) and Required
Protocols™ State the priority that the interfacing enfities must assign o the interface.
Priority may be stated as performance or response time requirements defining how
quickiy incoming iraffic or data requests must be processed by the interfacing system to
meet the requirements of the interface. Considerable latitude should be given in defining
performance requirements to account for differences In hardware and transaction
volumes at different instailation sites of the terfacing systems. Response time
requirements, which are impacted by resources and beyond the control of the
Interfacing systems (1.e., communication networks) are beyond the scope of an ICD

6.1.4 Message Format (or Record Layout) and Required Protocols

Instructions: Specify the explicit definitions of and the conditions under which each
message is to be sent. Describe the definition, characteristics, and atiributes of the
command, aiso, document query and response descriptions.

6141  File Layout

instructions: This section should contain diagrams and short descriptions of both the
header and detail layouts. This informaiion may be included in an appendix (o the
document that is referenced here.

61.4.2  Data Assembly Characteristics

instructions: Define the content and format of every message, file, or other dafa element
assembly (records, arrays, displays, reports, eic.) specified in Subsection named
“Message Format (or Record Layout) and Required Protocols™ In defining interfaces
where data is moved among systems, define the packaging of data to be utilized. The
origin, structure, and processing of such packets will be dependent on the techniques
used fo implement the interface. Define required characieristics of data elfement
assemblies that the interfacing entities must provide, store, send, access, receive, etc
When refevant to the packaging fechnigue used, the following mformation should be
provided:

* Names/dentifiers

Issues:
» Laborious to construct and maintain
» Not directly connected to requirements and design
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Common ICD Forms

= N2 Charts

— The N2 chart, also referred to as N2 diagram, N-squared diagram or N-squared
chart, is a diagram in the shape of a matrix, representing functional or physical
interfaces between system elements. It is used to systematically identify, define,
tabulate, design, and analyze functional and physical interfaces. It applies to system
interfaces and hardware and/or software interfaces.

Provided Interfaces
Avionics IMavigation Firea Commrol | Atdmde Cowired Thruster Map- | Survedllsnce HUD Subsystem Dratalink
Subsysteim Subsystem Subsystem Subsystam azement  Sub- | Subsystem Subsystem
Sysiem
Avionics iConfishiaw iConfigFire iConfizArnnude I Thruster ol LT oz
Subsviiem Conirol Diazalink
Mavigztion Subsyiem
Fire Conmrol
Sulrsyitem
Artitnde Conmol Subsystem
Thrster Miansgament Subsvs-
TEL
Surveillance Subsveiem
4 HUD Subsysem iCkars ixavDiata icum 15erAmude Wpeical
k| LAmmopilot ikfissile iAmimndzData 1Fadar
3 iWehicle- Man- iFLIR
- agernEnt
=1 Draralimk Subsystem 1B egsterConun 15endDiata
é Object 1Pegsterl o
Object
Issues:

« Weak on interface properties and detalil
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Common ICD Forms
= Graphical Interface Diagrams

Issues:

alnterfaces

iConfigHUD

System of Interest

H confighavDisplay(): void

B configFlightDisplay(): void

B configlanguager ) void

B configlight Settings):void

B confighoiceCmds():void

B configFireControlDisplay): void
B configFLIRDisplayt ) void

B configRadarDisplay(): void

B configOpticalDisplay(): void

Subayst
HUD Subsystem

Interface Diagram brthe

winterfaces
iSendData

B=endyoicemsor):void
E=zendsurveilanceDatal) void

Interface

Hsendalert)void

wirterfaces
iRegisterCommObject

HregisterReceiver(yvoid
EderegisterReceiver(): vaid

winterfaces
ivehicleManagement

Buet'/ehicleStatus,)void
Bsetalarmyalues()vaid
BHoetalarmStatus() void
Eenab\e.ﬁ.\arms[).vuid
Bdissblelarms(: void

winterfaces

idutoPilot

HloadFlightPlan( void
EengagsAtﬂUpiIm().vuid
EdissngageALﬂUpila{(lvUid

#Subsystemx
HUD_Subsystem

—] ConfigPort

iConfigHLUID

1 AvionicsDataPort

CommPart C

interfacen
iDoors

iSendData iRedgisterCommObject

iReceivel:

BHoetDoorstatus():void
EevMonnorDoors[) woic
EevstopMDnnorlngDoors() Wi}

" ehicleManagementiAutoPil
otjDoars SurveilancePort [ iOptical iRadar FLIR
MavDataPort
(HeREE ’ FireCortrolPort alrterfacen
[|] AituteDataPort {Optical \
winterfaces I o
iMavData iSetattituce iattitudeDats IGun,iMissile EmoveTogint vinty void
BEmoveRelativerd:s:intdy.int): void
HtakeSnapshot() void
Baetcurrentl ocation):vaid ﬁsetvidanstraamparams()v.md
BoetFlightPlant): vaid winterfaces nterfaces ievEnab\eV\deUStream().vcud
B etlextvaypointi):void isttituceData iGun MevDisablevideoStream): vaid E -\
BloadFlightPlant ) void e TakeSnapshot( ) void
ievZUum().vU\d
Hoetrolir) double = —
ainterfaces BloetPitchiy double mave(): void )
isetAtitude EgetGunStatus()'vnld

Hoetaw () double

Efirecunt)void

BsetRoli(r:double vaid
EsetPitchip: doukle):void
Bsetvamiy: double)void

adnterfacen
iMiz=ile

B getMizsilesStoresinfol ) void

is(missilenum:int): Missi I

8 selecthissiel): void
[ fireMizsile():vaid
ﬂreadyMlsslle():vmd

« Lacking some detall
« Scalability to many interfaces
* Cross-referencing

s InternetoiThings

alnterfaces
iReceivelata

Bacceptiessage() void

winterfaces
iIFLIR

BsetSpectrumRangs():void
EmaoveTo()void
EmoveRelative):void
BRevDizableFLIRO): void
[WevEnsblerLIR) void

Ports and
interface usage

Interface features

© 2019 IBM Corporation
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Type of Interface Specifications

» Logical interfaces provide logical characteristics of the interface, but omitting physical
representation detail

— System — actor
— Subsystem — subsystem
— Example
e evHerzaRadarTrack(RadarTrack t)

e RadarTrack

IFF (Identify Friend Foe)
Range 10m — 100km
Accuracy 5m

Maximum lag 250ms

» Physical Interfaces specify physical properties including bit formats (where appropriate)
— System — actor
— Subsystem — subsystem
— Example
» 1553 Bus Message HerezaRadarTrack with payload RadarTrack

e RadarTrack

* Range: 32-bit integer having units of meters, Big Endian format, valid range 10 — 100,000
« Accuracy 5m

11 Internet Thing‘s © 2019 IBM Corporation
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Type of Interface Specifications

» Interdisciplinary
— AKA a facet, such as Software — Electronics or Electronics — Mechanical
— Example

» Software memory mapped interface to servo motor
+ Address: 0A100:1000
» Size: 16 bits
» Bit Mapping
Bit 0: 0=0ff, 1=0On
Bit 1-4: Error codes 0 (no error) to 16
Bit 5-15: Unused
Bit 16-24: Commanded Motor Speed (Write only), units RPMx10 Range 0-250 (0 — 2500 RPM)
Bit 25-31: Measured Motor Speed (Read only), ), units RPMx10 Range 0-250 (0 — 2500 RPM)
» Electro-mechanical interface
« Type: Rotary motor, shaft dimensions, 5cm length, 5mm diameter
» Output:
Torque: 0 — 1.2 Newton-meter
Speed: 0 - 2500 rpm

12 Internet Thing‘s © 2019 IBM Corporation
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What’s in an Interface?

= Services

» Flows

Arguments and their Types
Metadata

Physical Infrastructure / protocols

13 Interneto:Things
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Servj-ces in Interfaces BQ «Harmony5E= AirSurfaceControlSystem

-0 Compenents

“A behavior that may be requested” T o

]tl RequirementsAnalysisPkg
H-5] FunctionalAnalysisPkg

]tl DesignSynthesisPkg
I

£+ Packages

[ W e

]

#-£7 MergedinterfacesPkg
-5 DataTypesPkg
B E'__I Subsystemlnterfacespkg
n 1 I {"g Events
SerVICe Name =- b Interface Blocks
. . Q IACES_Power_Aircraft_Power
u Descrlptlon . H iacEes _Management_AMS
l % IACES_Management_ACES_Power
. l IACES_Management_ACES_Control_Surface
Input / output control/data transformation > £ Iaces Hydraulcs Ancat Hydroics
=R b Flow Properties
n : «directedFeatures hydraulic_pressure
InpUtS B--@ Operations
I BT adirectedFeatures evRequest_Hydraulic_Status()
- *See Types . ‘B «directedFeatures hereza_Hydraulic_Pressure(Hydraulic_Status1 hs)
l % IACES_Management_ACES_Hydraulics
l IACES_Control_Surface_ACES_Hydraulics
u OUtpUtS &= JACES_Control_Surface ACES. Power
[]---%[,:,‘:' Tags
_* E]---&I CommonPkg
See Type - Profiles
- Settings
= Metadata
*g M d iACES_Hydraulics_Aircraft_Hydraulics
— ee Metadata

Vales

E Unspecified hydraulic_pressure:Pascal

Operations

NOte |nterfaces may not P prov evRequest_Hydraulic_Status()
implement behavior- they £ reqd hereza_Hydraulic_Pressure(hs:Hydraulic_Status1)
specify how behavior is invoked

14 Internet Thing‘s © 2019 IBM Corporation
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Flows in Interfaces

“A quantity that moves; can be
information, fluid, energy, materiel and
may be continuous or discrete”

Flow Name
Description
— Input / output control/data transformation
Direction
Type
— *See Type
Metadata
— *See Metadata

v

15 Interneto:Things

=-{# «Harmony5Es AirSurfaceControlSystem
[+ Components

= Packages

EI ActorPkg

EI RequirementsAnalysisPkg

(57 FunctionalAnalysisPkg

E:I DesignSynthesisPkg

EIE:I InterfacesPkg

£+ Packages

&-f71 MergedinterfacesPkg

-] DataTypesPkg

BE':I SubsysteminterfacesPkyg
B-ZF Events

B@- Interface Blocks
EIQ IACES_Power_Aircraft_Power
E| = Flow Properties
| @ «directedFeatures power

Operations
P «directedFeatures evSelect_Battery_As_Source()
«directedFeatures Select_Power_Source(POWERSOURCE_TYPE source)
«directedFeatures evRequest_Power_Status(POWERSOURCE_TYPE source)
g «directedFeatures hereza_Power_Status(Power_Status1 ps)
- IACES_Management_AMS
[ Q IACES_Management_ACES_Power
[ Q IACES_Management_ACES_Control_Surface
[ Q IACES_Hydraulics_Aircraft_Hydraulics
B Q ACES_Management_ACES Hydraulics
&8 o perations
Q ACES_Contrel_Surface_ACES_Hydraulics
Q 1ACES_Control_Surface ACES_Power
(2 Tags
[-F7 CommonPkg
- Profiles
- Settings

iACES_Power_Aircraft_Power
Values

E In power(In): Ampere

Operafions
B prov evselect_Battery_As_Source()
£l prov Select_Power_Source{source:POWERSOURCE_TYPE)
El"prov evRequest_Power_Status{source:POWERSOURCE_TYPE)
£l reqd hereza_Power_Status(ps:Power_Status1)

© 2019 IBM Corporation
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Types
“A category of values”

Type Name
Dimensions

— A measurable extent of
some kind

Units

— A quantity chosen as a
standard measure of a
dimension

Extent

— A set of permissible
values of a type

Format
= Size
— Example
« Byte size
* Bit size
* Physical volume
» Physical units

16 Interneto:Things

EI--@ «HarmonySE= AirSurfaceControlSystem
-0 Components

=
[E
[
£

- Packages
H-57 ActorPkg

H-57 RequirementsAnalysisPkg
H-57 FunctionalAnalysisPkg
]E‘J

DesiEnSEchesisF'kg

B0 Packages

s
=5

£

[l

H-C P
f-C1 5

rofiles
ettings

%" Tags

£
= Types
[ ValueTypes
BE:I SubsysteminterfacesPkg
B Events
@E Interface Blocks
(38 Tags
EJ-"E:I CommonPkg

MergedinterfacesPkg
DataTypesPkg

EIbEI Blocks

Error_Report

Error_Leg

Test_Outcome

Test_Log

- Power_Statusi
E% Value Propertie

= voltage

Dependencies)

amperage
E haz_faults
Hydraulic_Statusi
Surface_Position
Surface_Positions
Status

~[) Surface_Position_Status
-[T) Surface_Configuration_Type
— Data Types

-4 POWERSOURCE_TYPE

-<» TEST_TYPE

- TimeDateType

-4 SysternOperationalStat
i< SurfacelD

-4 ERROR_TYPE

=
E:I"'
D"'
E:l"'
£
£

Power_Status1

Valuas
E voltage:Volt=120
E amperage:Ampere=10
has_faults:RhpBoolean=FALSE

*Jd.dT'ﬂ.El'
ERROR_TYPE
Enumerstiont ferals

<»INO_ERROR
{»iPOSITION_ERROR
{»E TIMING_ERR.OR
»EPOWER_LEVEL_FRROR
£»2POWER_SOURCE_ERROR
£»2HYDRALLIC_PRESSURE_ERROR
£»EHYDRALLIC_PRESSURE_HIGH_ERROR
£ EHYDRAULIC_PRESSURE_LOW_ERROR
£ EHYDRAULIC_ACCURACY_ERROR
{E5W_INTEGRITY_ERROR
£ COMMAND_VALUE_FRROR
£»£COMMAND_VALIDATION_ERROR

© 2019 IBM Corporation
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Metadata
“Information about or properties of information itself’

Range
— A continuous extent; may be of ordinal discrete or continuous values
Precision
— Degree of information; often expressed as number of valid digits of representation
Fidelity
— Precision of an input
Accuracy
— Precision of an output; degree of compliance to a quantifiable expectation
Timeliness
— Quality of being available or useful within a time frame, often expressed as a deadline or max response
time
Performance
— Quantifiable property of action execution, such as response time, lag, bandwidth, capacity or throughput
Synchronicity

— Quantifiable properties around simultaneity of different events, such as synchronous, blocking,
asynchronous event processing

Flow control
— Properties of the management of a flow (ex: ACK/NAK)
Location / address
Alignment
Constraints

17 Internet Things © 2019 IBM Corporation
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Side Note: Metadata-ing with Stereotypes and Tags

» Stereotype: A “special kind of “ a SysML model element. Stereotypes

— are indicated with double guillemots, such as «qualified»

— may be applied to all metaclasses or just selected metaclasses

— Can carry additional metadata in specified “tags”. These tags hold values that are added
by the user to stereotyped elements

Stereotype: bitmapped in CommonStereotypes - n
General Description Relations Tags  Properties
Mame: |bm—napped | Label...
Applicable to: | Argument, Attribute, CallOperation, Class, Event. Fow, kemFow, Link, Object, Operation, Reception, TriggeredOperation, Type w |
[IMew Tem
Locate QK Apply
SampleClass T T—
statusField:unsigned char

E «hitmapped: statusFieldunsigned char
E shytemappeds rangedPressure:int
E shytemappeds measureStatus:char

This bit-mapped attribute contains HVW status information
Start Address: Hardware memory map

bit 0: 0 if ok, 1 if bad

bit 1-2: Active Channel 0..2

bit 3-7: Eror Code 0 .. 15

i=IMumber_Of Bits Rhplnteger=8

é=istart_Address:RhpString=0A00: FFF

@Tlming_Constraints:thSt'ing:h'did 1ms after a write to the measureStatus atiribute
iEUsage:RhpString=SW writes any value to measureStatus atiribute, waits 1ms, then canread HW ...
@EII:&t_D:thSiring=Errors: 0 = Mo Gror, 1 = Erors found

é=hit_1:RhpString=low bit of Active Chamnel {value in range of 0 .. 3

@EII:&t_Z:thSiring=high bit of Active Channel {(value in range of 0 ., 3)

:-‘_l @Ht_3:thSting=Error code (valuein range 0..
=hit_4:RhpString=Error code (valuein range 0.
@Ht_E:thSting:Error code (valuein range 0..
é=hit_6:RhpString=Error code (valuein range 0...
@I:it_?:thSiring:Error code (valuein range 0..

18 Interneto:Things

15)
15)
15)
15)
15)

Stereotype: bitmapped in CommonStereotypes

- &

General Description Relations T30 Properties

Use default order

=l Local
Number_Of_Bits
Start_Address
Timing_Caonstraints
Lsage
hit_0
hit_1
bit_10
bit_11
bit_12
bit_13
bit_14
bit_15
hit_2
bit_3

hit_8
bit_9

Quick Add

MName: l:l Walue: I:I

Locate oK

HER
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Metadata

» The Harmony aMBSE profile contains a «qualified» stereotype that provides some of these

properties as tagged values.

» The «qualified» stereotype is usually applied to value properties but may be applied to

— Attributes

— Arguments

— Types

— Value properties
— Flow properties

All input or output numeric
values in the systems
model should be qualified

o

19 Interneto:Things

Stereotype : qualified in HarmonySE

General Description Relations Tags  Properties

Name:

|qualfied Label...

Applicable to:  Argument, Attibute, Type

New Term ]

Locate oK

Value Property : position_set in Uc_ControlAirSurfaces - n
~
General Description Relations Tags  Properties
|CAS_Surfac:e_Pos'rtions position_set |
Name: |pos'rti0n_set | Label...
Stereotype: |qual'rfied in HamonySE v| laé| ‘U’Q,|
Visibility: Public a
]
< >
Locate oK
Value Property : position_set in Uc_ControlAirSurfaces - n
General Description Relations T30S Properties
Use default order TE X
=!| HarmonySE
=I| qualified
Bit_Layout
Max_Latency < 2ms
Prohibited_Values
Range_High 40
Range_Low 40
Space_Complexity
accuracy 1.0
precision 0.5
Quick Add
Name: Value: Add
Locate QK

Stereotype : qualified in HarmonySE

General Description Relations 1205 Properties

Use default order

=l Local
Bit_Layout
Max_Latency
Prohibited_Values
Range_High
Range_Low
Space_Complexity
accuracy
precision

Quick Add

Name:

Locate oK

© 2019 IBM Corporation
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Where do interfaces come from?

= | ogical
— Functional Analysis
— Logical Data Schema
— Architectural Design (Allocation Stage)
= Physical
— Architectural Design (Realization Phase)
— Deployment Architecture
— Distribution Architecture

In the Harmony aMBSE process, most systems engineering work is
' done with logical interfaces and logical data schema; the physical
€%  schema is developed during the hand off to down stream engineering

21 Internet Thing‘s © 2019 IBM Corporation
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Interfaces can be detailed with behavioral views
Use Cases as a Source of Interfaces %

£
itslc_ControlAirSurfaces prtAMS priPilot_Digpy prtAircraft_Hydraulics prtAircraftPower priMaintainer
Manage Power [w]
Use Case: Control Air
Swfeces | L] & }...????99.“5? ______ |[ _____________ quvg'gr.]l
. . scontinuous»
Scenario: Scenario 1 | e e (----hﬁ‘-d-’-a‘-“-‘crﬂ-a-s-s‘ﬂe-
O Description:
. Normal operation, no
fauts.

Preconditions:

System has passed self- OPERATIONAL |
tests without error.

System is in an Inactive evUpdate_State(OPERATIONAL)
condttion (\WARM state) \%l

\
\
1 | \
\ | | \
\ | | \
\ | | \
\ | | \
\ | | \
vl | | | |
Bircraft_Power ! E \ I [unti disabled]) I T \
Post-conditions: | ) (DJ B | | | |
Update Status After cooling, the system evlpdate Positions(pdsitions) | | | |
goes to Inactive Move,_Tolpasitions)
condition. E | ‘ | | ‘
) | \ | | \
‘ EvUpdatEjiahJs(mrrEnFsmhjs) ‘ | | ‘
| E [l | L L |
‘ evDisable i ‘ i i ‘
Control Air Surfaces H ‘ | | ‘
| | | | |
{m(COOLING_INTERVAL) | | | | |
Pilot_Display tl | ‘ | | ‘
| | | | \
Configure System interfaceBlocks | ‘
O Aircraft_Hydraulics iUc_ControlAirsurfaces_aCAS_Pilot_Display = | ‘
Operations Uc_Co i _aCAS_Ail
&P read evDisplay_Status) ilic (..mnm;ﬁ:i’ aCAS_AMS. | ‘
P prov evPilotRejection) = = B evpilotce L .
E prov evPilotConfirmation Operations
e read evFault(is_fiyable:int) [P prov evUpdate_Positions(sp:CAS_Surface_Positions) Flow Properties
EfPread AS_SurfacelD postint)

Flow Propertes
Manage Data How 1

! prtPilot_Display:aCAS_Pilot Display % |1  prtAircraftPower:aCAS_AircraftPower

Maintainer \
“proxy»

U S e C as e - acto r aS S 0 C I ati O n S PUc_ControlAirSurfaces:iUc_ControlAirSurfaces_aCAS._Piot Display

eproxy» Tpuc_ControlfirSurfaces: ~iUic_ControlAirSurfaces_aCAS_AircraftPower

indicate the existence of oo b gt oo s o S T T
. 1 itsUicC i ssille_C i o3
interfaces B =
R es u Iti n i nte rfaCeS paCAS_AMS:ilc_ControlAirSurfaces_aCAS_AMS
g - -
“proxy= proxy» paCAS_Maintainer :iUc_ControlAirSurfaces_aCAS_Maintainer

DpaCAS_Airaraft_Hydrauiics:iUc_ControlAirSurfaces_aCAS_Airaaft_Hydraulics

; proxy»
pUc_ControlAirSurfaces: ~iUic_ControlArSurfaces_aCAS_Airaraft_Hydratiics
‘ 1 b AS_Aircraft_

22 InternetoiThings — |
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Architecture as a Source of Interfaces

bdd [Package] ACESDecompositionPkg [ACES Flow Connections]

1ACES_Management_ACES_Power IACES_Control_Surface_ACES_Power 1ACES_Control_Surface_ACES_Hydraulics
ﬁ]' i Sh h i f in th
1ssion: Show the continuous flows in the )
ACES architecturs to the E Out power(Qut): Ampere E In power(In}:Ampere E In hydraulic_pressure(In):Pascal
ACES_Control_Surface and - - -
ACES_Management subsystems " * "
1 itsACES_Hydraulics:ACES_Hydraulics
Vallies i itsACES_Control_Surface:ACES_Control_Surface
E hydraulic_pressure:Pascal
In power{In):Ampere
FRroxy “Proxy* E pe {I ):Ampe .
pControl_Surface: ~iUc_ControlAirSurfaces_aCAS_AircraftPower In hydraulic_pressure(In):Pascal
L] {]
pHydraulics:iUc_ControlAirSurfaces_aCAS_Airaaft_Hydraulics
Operations
Operations
pPower iACES_Control_Surface _ACES_Power
{=l
L
<proxys
1 itsACES_Power-ACES_Power
Vailves
E power:Ampere
“proxys
(=
- pControl_Surface: ~ACES_Control_Surface_ACES_Power L itsACES Management:ACES Management
Operations
Valres
e o E power: Ampere
PACES_Management:iACES_Management_ACES_Power
=l =
i -
PACES_Power:~ACES_Management_ACES_Power
Operations
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Data Schema Define the Data on Interfaces

bdd [Package] ch&Pkg [1553 Physical Interface]

i}
This message is transmitted ibute : Aode in C 553 ¥
aver a 1553 bus. The
standard electronic and | General I Descrption I Relations | Tags | Propemesl
s dton e s sex)
Blocks and Classes can , [ ch8Pkg
5 «Blocks
. | =l bitfield
model different i ST el
. \/ Valses bitwidth 5
m essage fl e I d S . «Blocke E <bitfield» remoteTerminalAddress:unsigned int startBitPosttion 10
Msg1553 1 E «pitfield= T_R:unsigned char
- Trstword E =bitfields subaddressMode unsigned int Quick Add
. shitfield» datawordCount:unsigned char
Exam ple . MS g 1553 E <bitfield» parity:;unsigned char Name: Value:
contains three types as
«Blocice
. DataWord1553 Locat
parts: -
g = Values
b CO mman d WO I’d [~ middieWord - i .pitfield» cata:unsigned int «Block»
. Data WO rd E «hitfield parity:unsigned char ‘ CommandWord1553
« Status word . Values
SRS E «bitfield» remoteTerminalAddress:unsigned int
Valves P -
. «bitfield» T_R:unsigned char
And the blt-structu re Of = <bitfields remoteTerminalAddress:unsigned int 1 E . B g . ) )
h . d f d s [= <itfields messageError:unsigned char firstWord E «bitfield» subaddressMode: unSIgned int
these parts IS Identifie - Tastiord E ﬁ:e:g”‘”S‘T_“"‘:”‘B”m:’“”s‘g”ed" za’ E «bitfield» dataWordCount:unsigned char
. . . ICNelds servicerequesunsigne: ar
using «bitfield» = <titfields reserved:unsigned int E «bitfield» parity:unsigned char
Ste re ptype E <bitfield» broadcastCommandReceived:unsigned char
E «hitfield= busy:unsigned char
[= «bitfield» subsystemFlag:unsigned char «Block»
E <bitfield» dynamicBusControlAcceptance;;unsigned char DataWord1553
E <hitfield» terminalFlag:unsigned char
E «hitfield= parity:unsigned char * Values
o middleWord-"| = «bitfield» data:unsigned int
M:;imm- R SEFHE Data Wunil\lalues for Commands E «bitfield» parity:unsigned char
alue ame
EnumerationLiterals 00 REQ_BIT_STATUS
IREQ_BIT_STATUS 01 REQ_EMABLE
$EREQ_ENABLE 02 REQ_DISABLE
g%REQ_DISABLE 03 REQ_PERFORM_BIT <Blocks
SREQ _PERFORM_BIT
0°REQ 17 REQ_RADAR_TRACK StatusWord
SREQ_RADAR TRACK 18 REQ_CLEAR TRACK
IREQ_CLEAR_TRACK | _ o
H aries
g;::;::—g;;i“gim 127 HERZA_BIT_STATUS
H = — 128 HERZA_ENABLE_STATUS itfi i : i i
OHEREZA RADAR TRACK | . E «bitfield» remoteTerminalAddress:unsigned int
144 HERZA_RADAR_TRACK
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Example use of stereotypes in physical interface definition

SampleClass «bitmapped:»
statusField:unsigned char

E «hitmapped» statusField:unsigned char
E «bytemapped» rangedPressure:int
E «bytemapped» measureStatus:char

This bit-mapped attribute contains HW status information
Start Address: Hardware memory map

bit 0: 0 if ok, 1 if bad

bit 1-2: Active Channel 0..2

bit 3-7: Error Code 0 .. 15

(S| Number_Of_Bits:RhpInteger=8
eﬁ!SlarLAddrE;s:thString=DADD:1FFF
%ﬁ\TiminngDnstraints:thString:VaIid 1ms after a write to the measureStatus attribute
ES Usage:RhpString=SW writes any value to measureStatus attribute, waits 1ms, then can read HW status
= bit_0:RhpString=Errors: 0 = No Error, 1 = Errors found
io bit_1:RhpString=low bit of Active Channel (value in range of 0.. 3)
. i bit_2:RhpString=high bit of Active Channel (value in range of 0 .. 3)
J o bit_3:RhpString=Error code (valuein range 0 .. 15)
=] bit_4:RhpString=Error code (valuein range 0 .. 15)
=1 bit_5:RhpString=Error code (valuein range 0 .. 15)
o bit_6:RhpString=Error code (valuein range 0 .. 15)
= bit_7:RhpString=Error code (valuein range 0 .. 15)

v

«bytemapped»
measureStatus:char

This is a write-only register to command the HW te measure its status.

ab‘:'Endianism:thString=Big

@Fnrm at:RhpString

%ﬁ\NumerﬁOffots:th]nteger:l

4= Start_Address :RhpString=0A00-01FE

g Starting_Byte Number:RhpInteger

gﬁ!TimingConstrainE:thStﬁng:A write of any velue to this address causes HW status to appear in statusFeld in 1 ms.
(=2 Units:RhpStiing

(=] Usage:RhpString=Write any value to get the measured hardware status.

«bytermapped»
rangedPressure:int

This holds pressures in kilopascals in the range of -100 to +
100 with accuracy of 0.01 kP. It is held as a scaled integer;
stored value is the integral part of (actual pressure * 100).

For example -32.98 kP is stored as the intecer value -3298.

ab:' Endianism :RhpString=Big

&= Format:RhpString=32 bit scalled integer
%ﬁNumerﬁOffot&;:th]ntegemﬂr
@E!SIBILAddrms:thString:DADO:lFFO
%ﬁ!starﬁng,Byte,Number:th]nteger:D
@ﬁ!Timing_CDnstraints:thString:Maxiimum lag on value is 500 ns
@ﬁ!Units:thString:KiIupascals
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What’s an ICD? ] What’s in an Interface?

Where to interfaces
come from?

Common ICD Forms

Interfaces in SysML ol Tables and matrices

Example
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Interfaces in SysML

= Ports are named connection points.
» SysML has different kinds of ports

— Standard Ports (directly from UML). These are typed by Interfaces and contain only services.
Deprecated.

— Flow ports are typed by flow properties. Deprecated.
— Proxy ports are typed by Interface blocks and may contain both flow properties and services.
— Full ports are internal elements exposed across a system boundary. Full ports are not recommended.

ArchitecturalBlock Standard Ports

FunctionPort iCommunications

o—1
ilnterlock [{ SystemPort

ConfigPort iPower P roxy P 0 rtS

>
iOpen
“Proxys
_ 1 prtAMS:asU_AM % pUc_StartUp: ~illc_StartUp_aSU_AMS 1 itsUc_StartUp:Uc_StartU oél
i Valves
T paSU_AMS:iUc_StartUp_aSU_AMS
iTest iDisplay proxys
ServicePort “proxy» PACES_Management
pUc_StartUp:~illc_StartUp_aSU_Aircraft_Power
_— i prtAircraft_Power:aSU_Aircraft_Power Dév
General Conlract | Relations | Tags | Fropeties | . ] -
- paSU_Aircraft_Power:iUc_StartUp_aSU_Aircra _Powe»r Oerstions
[0 Frovided Add “proxy
8 e ¥20c StartUp: ~ic_StartUp._aSU_Aircraft_Hydraui
E BITTest 1 priAircraft_Hydraulics:aSU_Aircraft_Hydraulics 7 pUc_Startp:~Uc_Startlp_aSU_Aircraft Hydraulics
POST
W T paSU_Aircraft_Hydraulics:iUc_Startlp_aSU_airaraft_Hydraulics
SProxy®
winterfaceBlocks winterfaceBlocks winterfaceBlocks
Required Intertaces iUc_StartUp_aSU_Aircraft_Power iUc_StartUp_aSU_AMS illc_StartUp_aSU_Aircraft_Hydraulics
B iDisplay A Add.. . ) )
o showTest ﬁ Operafions Operstions Operations
E z‘;:r:;gay EPrreqd evSelect_Battery_As_Source() &P reqd evEnter_WARM_state() &P reqd evRequestHydraulicStatus()
& selCalor - - &} prov reqgEMABLE_Command() = -
& eicrasie o reRee EfF reqd evEnter_OPERATING st... o Fraparmes
~ &P reqd evReportError(err:Error...
¥ EPread evEnter_FAILED state()
Locate 0OK o - = e
27 Il.u.c;u.cu. L IL1IIIY DS Flow Propertiss
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Interface Blocks
An Interface Block has the following constraints:
» |t cannot have behavior or Full Ports
= [t may own:
— Abstract Operations
— Event Receptions
— Flow Properties
— Proxy / Flow Ports

— Parametric Diagrams (to add some constraints to the inputs and outputs)

«Block»

TemperatureControl
«proxy» «proxy»
pUser:IUser pSensor:ISensor
— ]
«interfaceBlock» «interfaceBlock»
IUser ISensor
Values Vabies
Provided E prov tempReached:bool E «flowProperty» currentTemp(In):Celsius
\ Operations Operatbns
E prov setRequiredTemp(temp.Celsius ):-void E reqd enableSensor()-void

Required

2s InternetoiThings
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What’s in an Interface?

Where to interfaces
come from?

Tables and matrices
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Tables and Matrices

» Tables and Matrices are primarily present to provide a textual summary view of model

metadata

Both provide flexible and powerful ways to view information in the model

Both provide the ability to create model elements and relations within the context of the
table that are added into the model

— Personal preference: | prefer to create diagrammatically but view summary in tables and

matrices

30 InternetoiThings

apsody

leqg_9

Rhapsody uses the Layout — View paradigm
— A Layout is the definition of the contents and form of the table or matrix
— The View is an instance of the layout applied in some context and scope

Tables and matrices can be exported to files (CSV and HTML formats)

A4
Jeq_9 InterfaceF

/ InterfaceR

x|

Refresh

Toggle empty row
Add model elemer
Switch Rows and
Export to file...

S4B

-
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Rhapsody Matrices

» Matrices are primarily use to show specifically related model elements of different kinds

= Layout

Matrix Layout : Use Case Trace Matrix Layout in Layouts Matrix Layout : Use Case Trace Matrix Layout in Layouts + [ || Matrix Layout : Use Case Trace Matrix Layout in Layouts + [ | Matrix Layout : Use Case Trace Matrix Layout in Layouts e - |
To Blement Types | Cell Elemertt Types | Relations  Tags Propetties ToBement Types  Cell Bemeni Types  Relations  Tags Properties General Description From Elemert Types General Description From Bemert Types
General Description From Element Types General Description From Blement Types ToHemert Types  Cell lement Types  Relations  Tags Propeties ToHement Types  Cel Element Types  Relatons  Tags Properties
Name: |L|se Case Trace Matric Layout \ Label Select Query J Select Query J Select Element Types
Stereotype: JJ Select Element Types Select Blement Types [] ObjectValue b
[ Uit ~ Select Al [ Refinement ~ Select Al [ Protects
UseCase [ Required Condtion (] Reslizes
[ UseCaseDiagram Clear Al Requirement Clear Al [ Refinement
[] Value Binding (Deprecated) i [ Requirements Diagram ‘ L] Satisfaction
[ ValueProperty e [] Requirements Table et Witrace
[ Valus Type [J Resulting Condition [ Trace to Requirement
[ Verfication [ Role []Value Binding (Deprecated)
[ View v [ Role Asset Marix v [ Verfication v
1 element type selected 1 element type selected 1 elemert type selected
v
Locate oK Locate oK Locate oK Locate oK
= View
To: Scope: RequirementsFkg
T, L . . o £ intert ”u,ﬂlﬂﬂ‘ + nqleﬂ‘ + ”ullEﬂ‘ + ”u,3|Eﬂ‘ + ”u:’lEﬂ‘ + ntleﬂ‘ + H‘*ﬁlEﬂ‘ + HH77|EE|\ + nqleﬂ‘ +
Matrix View : AirSurfaceControlSystembseCaseReqsMatrix in RequirementsAnalysisPs.. n g [Somitom
A C > Manage Power
General Description  Relations Tags  Properties £ | Manage Data
S | o Configure System
@
. - - @ | o Corrol Arr Surfaces ., InterfaceReq_0 |, InterfaceReq_1 ., InterfaceReq_3
Name: |AlrSurfac:eContrDIS‘,'stemUseCaseRequatnx | Label... 10| Updats Sistus
g
. g | Stat Up
Stersotype: | > | i@| v '8 [ Fotate Cortrol Suface
Layout: Use Case Trace Matrix Layout in HammonySE::Lay ~ =] 5
- £ | & Corfigure Movement
“From™” ' | — Perform Sef Test
Scope: AirSurfaceControl System ~ :ﬁ — Check Hydraulics
. " 2 | Check Power
nclude Descendants ("From" Scope) 2| S Eend Cortrol Suface
2
To" - - - - % | Rotale Trim Tab
Seope: RequirementsPkg in RequirementsAnalysisPlkg 2 | Coordnate Start Up
T Coordinate Suface Movement - -
Include Descendants ("To" Scope) S Loordinate ~utace Hovem - InterfaceReq_0 ™., IntefaceReq_1
= Manage System Stale N q.2 9.3 . q.t 9.5 . 9.6 . 9.7 q.8 .
 Handie Control Erors
— Manage System C: :
— Move Control Surface
v & Rolate Control Suface
 Retract Control Suface
ocate ate Trm Tal
Locat QK — Rotate Trm Tab

31 InternetoiThings
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Rhapsody Tables

» Tables are primarily used to show metadata around elements of a common kind

= Layout

View

Table Layout : Block Feature Table Layout in Layouts

Relations Tags
General Description

Propetties

Element Types & Criteria Columns

Name: Block Feature Table Layout

| [abel

Stereotyps:

Relation Table

Locate 0K

an

Found 71 elements

Table Layout : Block Feature Table Layout in Layouts

Relations Tags
General Description

Select Bement Types

[ AssociationEnd

[ Attack

[ Attack Flow Diagram
Attribute

[ Authentication

[ Basic Fault

[l BindingConnector
1 Rinck:

3 element types selected

Enable Criteria

Propetties

Element Types & Criteria Columns

Select All
Clear Al

Invert

Locate oK

Table Layout : Block Feature Table Layout in Layouts

- |

General Description  Element Types & Criteria Columns  Relations  Tags ~ Properties

Type Property Column name
General Attribute  Name Name
General Attribute  Element type Element type
General Attribute  Description Description
General Attribute  Owner Owner

Column width

Locate aK

Name -1 | Elementtype ¥ | Description ~ ~ | Owner v
E adjustPosition Ciperation (I ACES_ControlSurface

E adjustPostion Cperation Uc_RotateControlSuface
E augment EmorCount Operation (CJACES_Management

E Check_Hydraulic_Pressure Cperation [CIACES_Management

E Check_Power_Status Cperation (CJACES_Management

E Check_SW_Integrity Operation (CJACES_Management

E checkCmdRange Cperation Uc_RotateControlSuface
E checkCmdRange Cperation (TJACES_Control Surface

E cmdPos WalueFroperty Uc_RotateControlSuface
E Command_To_Minimum_Position | Operation [CIACES_Management

E Determine_Time_since_last_restart  Operation (CJACES_Management

E Determine_Time_since_last_restat  Operation (CIACES_Power

E determinePosttionEmor Cperation Uc_RotateControlSuface
E deteminePositionEmor Operation (CJACES_Control Surface

E elapsedTime ValueProperty Uc_RotateControlSuface
E Enter_FAILED_state Cperation (CJACES_Management

E Enter_OPERATING _state Ciperation (CIACES_Management

E Enter_WARM_state Cperation [CIACES_Management

= emorCount Attribute (CJACES_Management

E emorFound Attribute (CIACES_Management

E faultCourt Attribute [CIACES_Management

E getMeasuredPosition Operation (CJACES_Control Surface

E getMeasuredPosition Cperation Uc_RotateControlSuface
E get Position Cperation (TJACES_Control Surface

E high PositionLimit ValueProperty Uz_RotateControl Surface
= hydraulicsOK Attribute [CIACES_Hydraulics

= hydraulicsOK Attribute (CJACES_Management

E intialize Surfaces Ciperation (CIACES_Management

E isFlyable Cperation [CIACES_Management

E low Position Limit ValueProperty Uz_RotateControl Surface
E measuredPos ValueFProperty Uc_RotateControlSuface
E mavemertCK Cperation Uc_RotateControlSuface
E movementOk Operation (CJACES_Control Surface

E mave Sufaces Cperation [CIACES_Management

E moveTo Cperation (TJACES_Control Surface

E maveTo Ciperation Uc_RotateControlSuface
1 - PO = ww .

32 InternetoiThings
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IBM Analytics

Rhapsody Tables and Context Patterns

= Context patterns add a new level of flexibility locating and viewing model metadata
— A context pattern is a pattern of metatypes (core metatypes or stereotypes)
* The context pattern replaces the Element Types & Criteria Tab on normal tables
Any metatype can be used in a context pattern.
Only elements that fully match the entire pattern are returned (put in table)

A selector field label can be added to be used in the context of a property. This is
encased in curly brackets { }

* or + can be added for recursion or iteration
A check box allows for expandable lists in first column (“Collapse 15t column”)
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Rhapsody Tables and Context Patterns

Appearance:

=

Table Layout : Name the Ports Layout in CommonPkg

*
> |H

7] Collapse 1 st solumn General Description Hement Types & Criteia Columns  Relations Tags ~ Properties
‘when pushing "Enter’’ move selection to; Down o Aetuerced Optinns g .-<} * & ﬁ
Align column header menu to: Right w | ﬂ/ =
/ Type Property Column name  Context  Column width
a3l General Attribute Mame MameinPkg  Pkg
Context pattern: |
{PkgiPackage®, {BIk}Block, {PrtiPort, General Attribute Name Name in blk blk
General Attribute MName Mamein Prt Prt
Column name format:
$[Property] in $[Context]
]
TR po— Locate QK

Found 121 elements

Mame in Plkg | Mame in Bl | Mame in Prt

[ ACE5 DecompositionPlg

B [ ACES_ControlSufacePka

[ ACES_ControlSufaceRetractingPleg
[ ACES_Control Suface With Trim Pl
B [ ACES HydraulicsPlg

P ACES_ManagementPlg
[ ACES_PowerPlg

[ Activities

[ ActorPlg
34 Interll\"i Ll el N 8P

[CJACES_CorntrolSurface
[CJACES_Control Surface
[CJACES_Control Suface
[CJACES_Control Suface Retracting
[CJ ACES_Cortral SufaceWith Trim

[CJACES_Hydraulics
[CJACES_Hydraulics
[CJACES_Hydraulics

@ pACES_Hydraulics
@ pACES_Management
@ pACES_Power

@ pACES_ControlSurface
i pACES_Management
@ phircraft_Hydraulics
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Interfaces in SysML
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What’s in an Interface?

Where to interfaces
come from?

Tables and matrices in
Rhapsody
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The Air Control Surfaces Enactment System (ACES)
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ACES Example: Logical Interfaces

» |n this example, the ACES system has a defined set of logical interfaces derived from

— Use case functional analysis

— Definition of the logical data schema

— Creation of a subsystem architecture including internal connections and interfaces

Table Layout : Interface Features Table Layout in CommonPkg
General  Description Columns  Relations Tags ~ Properties
Name: ||rrterface Features Table Layout
Stereotype: |
Locate OK

{Pkg}Package*, {Inter}Block,

{feature}Attribute|Operation|Reception|FlowProperty,

{arg}Argument
37 InternetoiThings

Table Layout : Interface Features Table Layout in CommenPkg x n
”~
General Description Columns  Relations Tags  Properties
Advanced Options... B ow

Type Property Column name Context Column width

General Attri... MName MName in Pkg Pkg

General Attri... Mame Mame in Inter Inter

Genera | Adtri... MName Mame in feature  feature

General Attri... MName MName in arg arg

General Attri... Classifier Classifierinarg  arg v
Locate oK

Advanced Table Options

Appearance;
Collapze 1zt column
‘when pushing "Enter'" move selection ta:

Align column header menu ta:

Contexst table:
Context pattern:

Down ~

Right ~

7

{PkgiPackage®, {Inter}Block, {featurelittributeld perationF eceptionlFlowProperty, {an

>

£
Coalumin name farmat:

|$[Pr0perty] in ${Context)

Caeel
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Resulting Logical Interfaces Table

Found 42 elements

sz InternetoiThings

E IACES_Power_Aircraft_Power

= power

Mame in Pkg | Mame in Inter | Name in feature MName in arg Classifier in arg
= [ SubsysteminterfacesPkg

Q IACES_Control_Surface_ACES_Hydraulics E hydraulic_pressure
E IACES_Control_Surface_ACES_Power E power
E iACES_Hydraulics_Aircraft_Hydraulics E‘r‘w evRequest_Hydraulic_Status
Q iACES_Hydraulics_Aircraft_Hydraulics E’#hereza_Hydraulic_Pressure ﬁ]hs Hydraulic_Status1
E IACES_Hydraulics_Aircraft_Hydraulics E hydraulic_pressure
E iACES_Management_ACES_Control_Surface E‘r‘w Command_To_Puosition ﬁ]id £ SufacelD
Q IACES_Management_ACES_Control_Surface E‘# Command_To_Position ﬁ]pos <rint
E IACES_Management_ACES_Control_Surface E‘f‘f Req_config_parameter
E IACES_Management_ACES_Control_Surface E‘f‘w Request_SW _Integrity_Check
E iACES_Management_ACES_Control_Surface E‘f‘) SW _Status ﬁ]id < SurfacelD
HiACES_Management_ACES_Cortrol_Suface  EfP SW_Status (i sw_status_msg T SW_Status
E IACES_Management_ACES_Control_Surface E‘f‘w Update_Position ﬁ]id £ SufacelD
E iACES_Management_ACES_Control_Surface E‘r‘w Update_Position E(hmovement_duration [+ Second
HIACES_Management_ACES_Cortrol_Suface [P Update_Position Eipos < int
E IACES_Management_ACES_Control_Surface E‘f‘n herezaConfiguration ﬁ]corrfig Surface_Configura...
E iACES_Management_ACES_Control_Surface E‘r‘w herezaConfiguration ﬁ]id £ SufacelD
Q IACES_Management_ACES_Hydraulics E‘# Check_Hydraullics
E IACES_Management_ACES_Hydraulics E‘f‘f Request_SW_Irtegrity_Check
E IACES_Management_ACES_Hydraulics E‘f‘w SW _Status E[I]id £ SufacelD
E iACES_Management_ACES_Hydraulics E‘f‘) SW _Status ﬁlsw_status_msg T SW_Status
E IACES_Management_ACES_Hydraulics E‘f‘f Update_Hydraulic_Status ﬁ]h_status Hydraulic_Status1
E IACES_Management_ACES_Power E‘f‘w Request_SW _Integrity_Check
E iACES_Management_ACES_Power E‘r‘w SW _Status ﬁ]id £ SurfacelD
EJisCES_Management_ACES_Power Efe SW_Status [isw_status_msg T SW_Status
E IACES_Management_ACES_Power E‘f‘n Select_Battery_As_Source
E iACES_Management_ACES_Power E‘r‘w Update_Power_Status E(hp_staius Power_5Status1
Q IACES_Management_ACES_Power E power
EJiACES_Management_AMS [ evDisable
E IACES_Management_AMS E‘f‘w evEnter_FAILED_State
E IACES_Management_AMS E’f:)eu Enter_Operating_5State
E IACES_Management_AMS E‘f‘f evEnter_Operational_State
E IACES_Management_AMS E‘f‘w evEnter_WARM_State
E iACES_Management_AMS E‘r‘w evReport_Fmor ﬁ]err &
Q IACES_Management_AMS E‘# evlpdate_Positions ﬁ]sp Surface_Positions
E IACES_Management_AMS E‘f‘n reqENABLE_Command
E iACES_Power_Aircraft_Power E Operation_1 E(hx £ int
Q iACES_Power_Aircraft_Power E Operation_1 ﬁ]y < double
EiACES_Power_Aircraft_Pawer L Select_Power_Source i source <» POWERSOURCE...
E IACES_Power_Aircraft_Power E‘f‘w evRequest_Power_Status ﬁ]source £ POWERSOURCE...
Q iACES_Power_Aircraft_Power E‘f‘) evSelect_Battery_As_Source
E IACES_Power_Aircraft_Power E’ft*hereza_Power_Status ﬁ]ps Power_Status1
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Logical Data Schema (Graphical View)

30 In

«Blocks
CAS_Surface_Positions

«DeaaTypes
CAS_SurfacelD

Valves

Operations

MNUMBER _OF _SURFACES

«Blocks
CAS_sSurface_Position

Values

H surfacelD:CAS_SurfaceID

E «qualified= measured_position:int

E «qualifieds low_range:int

E «qualifieds high_range:int

E «qualified= commanded_position:int

E «qualified= time_to_achieve_position:Second
E has_fault:RhpBoolean=FALSE

+Blockr
CAS_Status

Valies
E status:CAS_SystemOperationalState

MUMBER._OF_SURFACES

«Blocks
CAS_Surface_Position_Status

Valies
= surfacelD:CAS_Surfaceld
E «qualifieds measured_position:int
E «qualified» commanded_position:int
E time_to_move:int
E time_of_failure:CAS_TimeDateType
E time_of_measurement:CAS_TimeDateType
E is_functional:RhpBoolean

Enumerationiferals
$iLleft_Ground_Spailer
<»ERight_Ground_Spailer
iLleft_Flight_Spailer
£ERight_Flight_Spoiler
0§ Upper_Rudder
4»iLower_Rudder
°§ Left_Elevator
°§ Right_Elevator
¢§ Left_Inboard_Aileron
¢§ Right_Inboard_Aileron

¥ Left_Outboard_Aileran
<2Right_Outboard_Aileron
<iLeft_Inboard_Wing_Flap
£Right_Inboard_Wing_Flap

= DetaT)
NUMBER_OF_SURFACES

§iLeft_Outboard_Wing_Flap
<£Right_Outboard_Wing_Flap

<2 Upper_Rudder_Trim_Tab
<yiLower_Rudder_Trim_Tab

«DaltaType=
CAS_TimeDateType

<iLeft_Flevator_Trim_Tab

€8 Right_Flevator_Trim_Tab
§8Left_Inboard_Alieron_Trim_Tab
€8 Right_Inboard_Aileron_Trim_Tab
$pileft_Outhoard_Aileron_Trim_Tab

Attributes
E <\aluePropertys date:RhpString
E =ValugPropertys time:RhpString

4»ERight_Outboard_Alleron_Trim_Tab

iLleft_Inboard_Wing_Flap_Trim_Tab
42 Right_Inboard_Wing_Flap_Trim_Tab

= DeRaTypes
CAS_SystemOperationalState

£ileft_Outboard_Wing_Flap_Trim_Tab
42 Right_Outboard_Wing_Flap_Trim_Tab
ileft_Leading_Edge_Flap
<iRight_Leading_Edge_Flap

¢§ Left_Leading_Edge_Slat

¢§ Right_Leading_Edge_5lat

0§ Left_Leading_Edge_Flap_Extender
0§ Right_Leading_Edge_Flap_Extender
§ileft_Leading_Edge_Slat_Extender
<ERight_Leading_Edge_Slat_Extender

Enumerationt terals
{EOPSTATE_OFF
{EOPSTATE_BIT
2 OPSTATE_OPERATING
$EOPSTATE_COLD
4EOPSTATE_COOLING
$EOPSTAE_WARM
EOPSTATE_FAILED
<% OPSTATE_DEGRADED
EOPSTATE_FAILSAFE

wBlocke
Uc_ControlAirsurfaces

3

Values

E -squalifieds position_set:CAS_Surface_Positions
E snonMormatives timing_error: Second=0

Operations

Flow Properties
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Logical Data Schema (Tabular)

s Internet

Things

Found 56 elements

Name in pkg | Mame in type | Name in feature | Classifier in feature
B [ DataTypesPkg
<» ERROR_TYPE
Emor_Log

Emor_Report
Ermor_Report
Emor_Report
Emor_Repart
Hydraulic_Status1
Hydraulic_Status1
< MAX_MOVE_TIME

< MEASUREMENT _INTERVAL
<» NORMAL_RESTART_INTERVAL

<» NUMBER_OF_SURFACES
<» POWERSOURCE_TYPE
Power_Status1
Pawer_Status
Power_Status1

<» STATIONKEEPING_INTERVAL
<» SURFACE_POSITION_JITTER_TOLERA. ..
<» SURFACE_POSITION_TOLERANCE

(T Status

< SufacelD

(7 Surface_Corfiguration_Type
Surface_Conrfiguration_Type
Surface_Postion
Surface_Postion
Surface_Postion

(T Surface_Posttion
Surface_Postion
Surface_Position

Surface_Position
Surface_Position_Status
(7 Surface_Posttion_Status
Surface_Postion_Status
Surface_Postion_Status
Surface_Postion_Status
Surface_Postion_Status
(CJ Surface_Postion_Status
Surface_Postions
Surface_Postions
Surface_Positions
Surface_Positions

(T Surface_Posttions
Surface_Posttions
Surface_Postions
Surface_Postions
Surface_Postions

(£J Surface_Postions

<> SystemOperational State
< TEST_TYPE

(TJ Test_Log
Test_Outcome
Test_Outcome
Test_Outcome

(T Test_Outcome

E date_time
= emor

= source

= surfacelD
= has_faults
E pressure

= amperage
= has_faults
= voltage

E status

= high_imit

E lovw_imit

E commanded_position
E has_fault

E high_range

E low_range

= measured_position
= sufacelD

E time_to_achieve_position
[= commanded_posttion
E is_functional

E measured_position
E surfacelD

E time_of_failure

E time_of_measurement
E time_to_mave

E getFault_Status

E getSurface_Position
E isln_Range

& setFautt_Status

& setMeasured_Position
& setSurfacelD

E setSurface_Position
E setSurface_Range

E setTime_To_Achieve_Position

E setTime_to_achieve_postion

= date_time
= pass

= sufacelD
HtestiD

<> TimeDateType

% ERROR_TYPE

<» POWERSOURCE_TYPE
< SufacelD

<» RhpBoolean

(%) Pascal

() Ampere
<» RhpBoolean
) Volt

< SystemOperationalState

< int

< int

< int

<» RhpBoolean
< int

< int

< int

< SufacelD

() Second

< int

< RhpBoolean
< int

< SuffacelD

<» TimeDateType
<> TimeDateType
< int

<» TimeDateType
< RhpBoolean
& SufacelD

< TEST_TYPE

© 2019 IBM Corporation
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Physical Data Schema (using CBP Protocol) — Graphical

o=} S
[en] Control Bus Protocol message defines the C8P_Command
CBP M ge Structure S y structure for the CBP across RS-232 physical
Byte Field Description layer. Each sender and receiver must provide a .
0-1 Command Command ID protocol stack to marshal/unmarshal and < SDISPLAY_STATE_MSG
2-3 Length Length of msg in bytes (=12 + transmit/receive messages. ¢§DISPLAY_ALARM_MSG
sizeOfContent EDISPLAY_ERROR_MSG
4-5 senderlD ID of the message sender »EDISPLAY_HYDRAULIC_PRESS_MSG
6-7 receiverlD ID th_e the message target k. $ESET_POWER_SOURCE_MSG
811 CRC 21-bit CRC of entire message .
12+ Content (Optional) content of message as .
defined in message subtype

<3GET_ALARM_CODE_MSG
<3GET_CONTROL_POS_MSG
CBPMessage
o}

EGET_STATUS_MSG
EPERFORM_BIT_MSG
An array of unsigned jnts is used to hold < EREPORT_ERROR_MSG
. the message content. This array is only $E5ET_CONTROL_POS_MSG
Unless atherwise big enough to hold all the content. EENABLE_MSG
specified, Bit Endian Different commands have different fields & SDISABLE MSG
Space Complexity of types ™ in the content H -
Type Bits - . ZREENABLE_MSG
char 3 T : ) 4 2BIT_REPORT_MSG
The CRC is 32-bit. P
short 3 gCONFIGURE_I'~"ISG
i . ©:ERROR_MSG
int 16 Used directly for message that have no OELIFEI'IC_K G
long 32 data payload, ing) START, STOP, SIMOVE 1O, M5
double 32 ENABLE, DISABLE, REENABLE, SMOVETO]
]
REQ_POS_MSG, OgMOVE_DONE_MSG
REQ_TRIM_POS_MSG. Otherwise use ©2MOVEMENT_ERROR_MSG
the appropriate subtype. OENON—OP—TEST—MSG
“ytemnagpeds QESTART_MSG
CRC:unsigned int ©2STOP MSG
E <shytemapped: cmd:CBP_Command M -
= Endianism:Rhp5tring =Big R e H ) ) $EHEREZA_CONFIGURATON_MSG
= - woss ytemapped: length:unsigned int H
2= Format:RhpString . . 2HEREZA_POSITION_MSG
= ¢ h . shytemapped* CRC:unsigned int o
. =. - 2
hNumer_O _BytesiRhplnteger =4 . E «bytemappeds senderID:unsigned int SREQ—POS—MSG
(2= Start_Address:RhpString e R X . £ EMOVE_TRIM_TO_MSG
- h E shytemapped: receiverID:unsigned int H
Qﬁ!Siarﬁng_Byhe_Number:thInheger=8 27 g 2REQ_TRIM_POS_MSG
ab"'I'|ming_Consh'aints:thsh'ing L : &
tytemappets [~ | ;
senderID:unsigned int & 0 I I——
g 0 cmd:CBP_Command
= Endianism:Rhp5tring =Big rf' %
(*SFormat:RhpString K B #Endianism:RhpString=Sig
iSINumer_Of Bytes:Rhplnteger=2 B s [*=Format:RhpString
ab"Start_.ﬂuzldress:thSh’ing ,'J '.‘ QﬁNumer_Of_Byhes:thInteger:Z
= 5tarting_Byte_Number:RhpInteger=4 rf Y
ab"'I'|ming_Consh'aints:thsh'ing rr'

ab" Start_Address:RhpString

) Qﬁ!Starﬁng_Byhe_Number:thInheger=0
‘-‘ ab"'ﬁming_(:onsh'aints:thsh'ing
(1 i
=ylemappeds lylemappeds
receiverID:unsigned int unsigned int
QﬁEndianism:thSh’ing=Big QﬁEndianism:thSh’ing=Big
ab"Format:thSh’ing ab"Format:thSh’ing
QﬁNumer_Of_Byhes:thInteger=2 Qﬁ!Numer_Of_Bytes:thInteger=2
ab"Siart_.ﬂuzldress:thSh’ing ab"Siart_.ﬂuzldress:thSh’ing
rting_Byte_Number:RhpInteger = rting_Byte_Number:RhpInteger=
#5tarting_Byte_Number:RhpInteger=6 #Istarting_Byte_Number:RhpInteger=2
41 n erne ab"1'|ming_Consh'aints:thsh'ing ab"'I'|ming_Consh'ainis:thsh'ing
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Physical Schema — Message Types

Contral Bus Protocol Message Subtypes for Movement

CBP_ControlSet

E shytemapped = leftElevator:double

E «hytemappeds leftElevatorTrim:double

E «bytemapped leftFlightSpailer:double

E «bytemapped leftGroundSpoiler :double

E «bytemapped leftinboardAileron:double

E «hytemapped leftinboardAileronTrim:double

E «bytemapped leftinboardWingFlapTrim:double

E «hytemapped: leftinboardWringFlap: double

E shytemapped: left eadingEdge:double

E shytemapped: leftl eadingEdgeExt:double

E «bytemappeds lefieadingEdgeSlat:double
shytemapped» left eadingEdgesSlatExt:double
«bytemapped s leftOutboardAileran:double
«bytemapped leftOutboardAileronTrim:double
«bytemapped leftOutboardWingFlap:double
«hytemapped leftOutboardwingFlapTrim:double

E «bytemapped: lowerRudder:double

E shytemappeds lowerRudderTrim:double

E shytemapped: rightElevator:double

E shytemappeds rightElevatorTrim:double

E «bytemappeds rightFlightSpoiler :double
shytemapped rightGroundSpoiler:double

E «bytemapped rightInboardAileron:double

E <«bytemapped rightInboardAileronTrim:double

E «bytemapped rightInboardwingFlap:double

E «hytemapped rightinboardwingFlapTrim:double

E «hytemapped rightLeadingEdge:double

E <shytemappeds rightleadingEdgeExt:double

E <hytemapped: rightLeadingEdgeSlat:double

E «bytemapped s rightLeadingEdgeSlatExt:double

E «hytemappeds rightOutboardAileron:double

E «bytemapped s rightOutboardAlleronTrim:double

E «bytemapped rightOutboardWingFlap:double

E <«bytemapped rightOutboardWingFlapTrim:double

E «hytemapped: upperRudder:double

E «hytemapped* upperRudderTrim:double

]

Mission: Show Control
Bus Protocol messages
related to surface
movement

CBPMessage

An array of unsigned ints is used to hold
the message content. This array is only
big enough to hold all the content.
Different commands have different fields
in the content.

The CRC is 32-bit.

Used directly for message that have no
data payload, ingl START, STOP,
ENABLE, DISABLE, REENABLE,
REQ_POS_MSG,
REQ_TRIM_POS_MSG. Otherwise use
the appropriate subtype.

E <hytemapped#* cmd:CBP_Command

E =bytemapped= length:unsigned int

E =bytemapped» CRC:unsigned int
=bytemappeds senderID:unsigned int

E =hytemapped: receiverID:unsigned int

il

CBP_MoveDone

E shytemapped surfacelD:SurfacelDType
E «hytemappeds posAchieved:double
E <hytemappeds timelsed:Interval_In_MS

CBP_Move

E shytemapped» surfacelD:Surfac...
E sbytemappeds positon:double

CBP_SurfaceConfiguration

E «bytemapped surfacelD:SurfacelDType

CBP_Error

22 InternetoiThings

E shytemapped: lowPos:double
E «hytemapped: highPos:double
E shytemapped: lowTrimPos:double
E shytemapped: highTrimPos:double

E «bytemapped s lowExtPos:double

E <shytemappeds surfacelD:SurfacelDType
E «hytemappeds errorType:ERROR_TYPE
E «hytemappeds cmdPos:double

E «hytemapped s measuredPos:double

E «bytemappeds duration:Interval_In_MS

E «bytemappeds highExtPos:double

© 2019 IBM Corporation
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Physical — Logical Trace Table

Mame in pkg

| Mame in Physical Representation

| To element in Logical Representa. ..

B [ Mezzage TypesFlg

43 InternetoiThings

] CBPMessage

] CBPMessage

E CEPMessage

= CBPMessage

] CBP_Control Set

=] CBP_Emor

=] CBP_HydraulicStatus

] CBP_HydraulicStatus

I CBP_Move

I CBP_Move

=] CBP_MoveDone

E CBP_MaoveDone

= CBP_MoveDone

] CBP_PowerSource

] CBP_PowerStatus

E CBP_PowerStatus

] CBP_ReportEmor

E CBP_RequestCorfiguration
E CBP_RequestCorfiguration
] CBP_Request SWStatus
] CBP_Request SWStatus
] CBP_5WStatus

] CBP_5WStatus

=] CBP_State

E]CBP_state

= CBP_State

=] CBP_State

E CBP_SurffaceConfiguration

E‘ﬁb check Power

E‘ﬁb evRequestHydraulicStatus
E‘iﬂ reqEMABLE_Command

& request_Hydraulic_Status
& herezaPosition Set

E‘ﬁb evEmor

E‘F:“' herezaHydraulic_Pressure
E‘ﬁr— herezaHydraulic_Pressure
&%= Command_To_Postion

E‘ﬁb evMoveTo

E‘ﬁb lUpdated_Position

E‘iﬂ evMovemert Done

&3 herezaPosition

E‘ﬁb Select_Battery_fs_Source
E‘ﬁb Update_Power_Status

E‘iﬂ updatePowerStatus

& Report Emor

&% Req_corfig_parameter

E‘ﬁb Req_config_parameters

E‘F:“' request_SW_Integrity_Check
B request_SW_Integrity_Check
e SW_Status

E‘ﬁb SW_Status

E‘ﬁb evEnter_FAILED state

E‘iﬂ evEmter_OPERATIMG state
& evEnter_WARM_state

E‘ﬁb evGotoFailed State

E‘ﬁb herezaConfiguration

© 2019 IBM Corporation
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Physical Message Properties Table

Mame in cls v‘| MName in Attr - | Classifier in Attr A | Mame in tags - | Walue in tags

E CEP_Emor E duration £ Interval_In_MS = Numer_Of _Bytes iz

E CBP_Emraor E measuredPos < double %= Usage %=1 Measured position after movement completes
E CEP_Emor E measuredPos < double %= Numer_Of _Bytes =

E CBP_Emror E measuredPos < double %= Format &= 4-byte |EEE floating point format
E CEP_Emor E measuredPos < double % Starting_Byte_Number #=17

E CBP_Emar E when E TimeDate_Type

E CBP_Emor E cmdFos < double %= Starting_Byte_Number %=13

E CEP_Emor E cmdPos < double = Usage #=1Commanded postion

E CBP_Emror E cmdPos <» double %= Format &= 4-byte |EEE floating point format
E CEP_Emor E cmdPos < double = Numer_Of _Bytes =

E CBP_Emor E sufacelD < SurfacelDType &= Start_Address E=1l1]

E CEP_Emor E surfacelD < SufacelDType %= Numer_Of_Bytes =1

E|CBP_Emor = emorType <» ERROR_TYPE 4= Numer_Of_Bytes =12

E]CBP_Emor H emorType <» ERROR_TYPE 0 Start_Address o

E CEP_Emor E duration < Interval_In_MS &= Starting_Byte_MNumber =111

E CBP_HydraulicStatus E status E Hydraulic Status

E CEP_Mave E position < double %=1 Numer_0F _Bytes o4

E CBP_Mave E position < double &= Format &= 4byte |EEE floating point fomat
E CEBP_Mave E position < double %= Usage &= Commanded position

| CBP_Move = sufacelD <> SurfacelDType

E CBP_MaoveDone E sufacelD » SufacelDType %= Starting_Byte_Number #=10

E CEP_MaveDone E posAchieved < double = Format =31 4-byte |EEE floating point format
E CBP_MaoveDone E posAchieved <» double &= Endianism %=1 Big

E CEP_MaoveDone E surfacelD < SufacelDType %= Numer_Of_Bytes =1

E CBP_MaoveDone E surfacelD < SurfacelDType = Usage 211D of the referenced control suface
E CBP_MaoveDone E posAchieved < double &= Numer_Of_Biytes =4

E CEP_MaoveDone E posAchieved < double = Usage =1 The measured position achisved in movement
E CBP_MaoveDone E poshchieved <» double % Starting_Byte_Mumber %=1

E CEP_MaveDone E timelJsed < Interval_In_MS = Numer_Of _Bytes =

E CBP_MaoveDone E timelsed < Interval_In_M5S &= Endianism %=1 Big

E CEP_MaoveDone E surfacelD < SufacelDType %=1 Endianism %=1 Big

E CBP_MaoveDone E timelsed £ Interval_In_MS &= Starting_Byte_Number #=15

E CBP_MaveDone E timellzed < Interval_In_MS %= Usage &= Duration of movement time in ms
=] CBP_PowerSource = powerSource <» POWERSOURCE_TYPE

E CBP_PowerStatus E status E PowerStatus

E CEP_ReportEmor E when E TimeDate_Type

] CBP_ReportEmor = emorType <» ERROR_TYPE

E CBP_ReportEmor E surfacelD < SufacelDType

E CBP_RequestConfiguration E surfacelD £ SurfacelDType

E CBP_RequestSW Status E sufacelD » SufacelDType

42 InternetoiThings
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IBM Analytics

Report Generation

= A good approach is to create a report template for your modeling tool. Recommended
format is:

Overview Types and Classifiers
Reference model Blocks and Classes
Scope Name
Date Created Value and Flow Properties
Interfaces & Interface blocks, each with Name
Name Description
Value and Flow Properties Type
Name Tags
Value description Services
Type Name
Tags Service Description
Services Parameters
Name Parameter type
Service Description Return type
Parameters Tags
Parameter type Types, Value Types, and Data Types
Return type Name
Tags Description
Description Based Type
Flow ports If Enumeration, then list
Name enumerations
Owning Classifier
Type
Tags

45 Internet Thing‘s © 2019 IBM Corporation
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IBM Analytics
Summary

What's an Interface?
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Real-Time Agile Systems and Software Development

Welcome to www.bruce-douglass.com

You've found yourself on www.bruce-
douglass.com, my web site on all things real-time
and embedded.

On this site you will find papers, presentations,
models, forums for questions / discussions, and
links (lots of links) to areas of interest, such as
® Developing Embedded Software
e Model-Driven Development for Real-Time
Systems
Model-Based Systems Engineering
Safety Analysis and Design
Agile Methods for Embedded Software
Agile Methods for Systems Engineering
The Harmony agile Model-Based Systems
Engineering process
The Harmony agile Embedded Software
Development process
Models and profiles I've developed and
authored
e List and links to many of my books.

The menu at the top of each page either takes
you to the relevant page or to a list of relevant
pages.

There is even a members only site for those who
want to access to even more stuff. | teach and
consult on all these topics - see my About page.

Policy on Using These Materials

All materials on this web site are free for reuse
and distribution, provided their source (me or this
web site) is appropriately attributed. | retain sole

copyright.
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