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MBSE and Safety

▪ When / where is safety considered in MBSE

− Ans: YES

▪ Initial safety

− In the context of use case / user story analysis, coherent sets of requirements are 

considered. This consideration is black box and is done on a per use case basis and 

includes:

• Functionality

• Qualities of service (e.g. performance)

• Logical data schema

• Logical interfaces

• Identification of system functions 

• Cyber-physical security

• Reliability

• Safety

▪ Then these elements are combined into an architectural model and safety must be 

reconsidered as technological decisions are made
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What is Safety?

▪ Safety is freedom from accidents or losses.

− Normally concerned with human or animal death or injury

− May be applied to any system in which you desire to avoid certain outcomes

▪ Safety is not reliability! 

− Reliability is the probability that a system will perform its intended function satisfactorily.

− Reliability is a stochastic measure system function delivery

▪ Safety is not security!

− Security is protection or defense against attack, interference, or espionage.

− Note: the German word sicherheit relates to both security and safety, but we draw a 

distinction in English

▪ Dependability is the term used for the integration of Safety, Reliability, and Security

▪ Resilience is the term for the ability of a system to provide service under different, often 

unexpected, circumstances. It includes Dependability and Adaptability. 
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Safety-Related Concepts

▪ Accident is a loss of some kind, such as injury, death, or equipment damage

− AKA mishap 

▪ Risk is a combination of the likelihood of an accident and its severity:

risk = p(a) * s(a)

▪ A Hazard is a set of conditions and/or events that leads to an accident. That is, hazards 

result in accidents 

− Hazards are predictable and therefore controllable

− A safety-relevant system contains two kinds of hazards

• Intrinsic hazards 

• Hazards due to the inherent job of the system

• Extrinsic hazards

• Hazards due to the operational environment 

• Technology hazards

• Hazards due to the addition of specific technological solutions

▪ A safety control measure is an action or mechanism to improve the safety of the system 

by either

− Reducing the severity

− Reducing the likelihood
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A note about safety control measures

▪ Safety control measures always do at least one of the following

− Make the hazard less likely to manifest

− Make the occurrence of the hazard less severe

▪ Example: Automotive braking system 

− Hazard: Inability to brake

• Control measure 1 – decrease likelihood

• Fault: brake pedal position sensor fails

• Control measure: have 3 brake pedal position sensors and have them vote

• Outcome: For this fault to manifest the hazard, multiple sensors must fail. Assuming 

independence of failure mode, this makes the hazard less likely

• Control measure 2 – decrease severity

• Fault: brake pedal position sensor fails

• Control measure: air bag inflates in 20ms of crash detection

• Outcome: Damage to vehicle occupants in minimized via active shock absorption with the air 

bag, lessening the forces applied to occupants
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A note about safety control measures

▪ During safety analysis, safety control measures turn into safety requirements for a design 

means to achieve a safety goal

▪ A SE control measures should specify what and how well some aspect is to be controlled but 

not how it should be controlled: For example:

− The braking systems shall be able to receive user braking inputs in the presence of a single 

point failure of the pedal assembly sensor with a failure rate of less than 10-9 per year, 

− NOT: There shall be three redundant brake pedal position sensors. 

The braking systems shall be able to 

receive user braking inputs in the 

presence of a single point failure of the 

pedal assembly sensor with a failure 

rate of less than 10-9

Safety Measure Requirement

Safety Measure Design

sensor3

sensor2

sensor1
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FMEA and FMECA

▪ FMEA is a reliability analysis, FMECA can be used for safety analysis

− FMEA/FMECA is a bottom-up approach and should be rarely used in systems 

engineering but can be used to assess an existing design

− FMEA/FMECA cannot be performed until design is complete or is at least underway

▪ FMEA looks at the faults and failure modes of specific design parts and their impact on 

system reliability

− FMEA cannot be used for safety analysis

▪ FMECA adds a measure of the criticality of the fault or failure mode

− This is often what people mean when they use the term FMEA

▪ FMEA includes the probability (likelihood) of the fault. This is the same value used in the 

FTA to ultimately determine hazard likelihood and system risk. Likelihood can be specified 

as 

− an enumerated range , such as 0 – 10, where 0 is impossible and 10 is certain

− a probability of occurrence (typically per hour) as in 2.3 x 10-5

▪ FMEA/FMECA is most often represented within a spreadsheet
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Dependability Profile includes Safety Analysis

▪ The Dependability Profile for UML (and SysML) that allows engineers to create FTA 

diagrams, hazard analyses, FMEAs, and model-based cyber-physical threat analyses. 

▪ The Dependability profile is available for Rhapsody and may be downloaded from my web 

site https://www.bruce-douglass.com/safety-analysis-and-design

▪ There are, of course, other tools for safety analysis but none at the current time for UML 

and SysML tools (of which I am aware). Some do connect to UML/SysML tools, such as 

Medini Analyze. 

https://www.bruce-douglass.com/safety-analysis-and-design
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Fault Tree Analysis (FTA)

Fault Tree Analysis is a kind of causality chain that determines what combinations of 
conditions or events are necessary for a hazard condition to occur

Fault Tree Analysis is discussed 
in ARP4761 “Guidelines for 

Conducting the Safety 
Assessment Process on Civil 

Airborne Systems and 
Equipment”
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Events

normalevent_60031

«NormalEvent»

hazardous event_60033

«Hazardous Event»

An event that could be expected during the normal 

lifecycle of the system. May or may not be explicitly 

associated with safety concerns. One or more 

outputs. 

An event that could be expected during the normal 

lifecycle of the system but is explicitly considered to 

raise safety concerns. One or more outputs. 
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Primitive Conditions

basic fault_60035

«BasicFault»

undeveloped fault_60037

«UndevelopedFault»

required condition_60039

«RequiredCondition»

An condition in which the system or some aspect of the 

system is not operating as according to its specification. 

Is not decomposable in this analysis. One or more 

outputs. Generally a fault of a design element. 

A normal condition which is identified as a pre-

condition of this specific analysis. One or more 

outputs. 

A fault which could be decomposed but, for the 

purpose of this analysis, is not. One or more outputs. 
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Outcomes

hazard_60041

«Hazard»

resulting condition_60043

«ResultingCondition»

transfer operator_110048

«Transfer»

An condition which will lead to an accident or loss. 

Normally the final output condition of the FTA. There is 

normally one FTA per hazard. One input only. 

An intermediate condition resulting from the logical 

relations of predecessor outputs of logic operators 

combining more primitive inputs. One input and one 

output. 

A kind of resulting condition which also serves to 

connect across diagrams; this is a kind of diagram 

connector allowing the decomposition of complex 

FTAs into multiple FTA diagrams. One input or one 

output. 
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Logic Operators

and operator_70044

or operator_80045

not operator_90046

nand operator_120049

nor operator_130050

xor operator_140051

Output is the logical AND 

of its input. 2 inputs, one 

or more output. 

Output is the logical OR 

of its input. 2 inputs, one 

output. 

Output is the logical NOT 

of its input. 1 input, one 

output. 

Output is the logical NAND  

(NOT AND) of its input. 2 

inputs, one output. 

Output is the logical NOR 

(NOT OR) of its input. 2 

inputs, one output. 

Output is the logical XOR 

(EXCLUSIVE OR) of its 

input. 2 inputs, one output. 

AND

OR

NOT XOR

NOR

NAND

PXOR = (Pinput1 AND (NOT Pinput2 )) OR 

((NOT Pinput1) AND Pinput2)
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Logic Flow

Conditions, events and outcomes are connecting into causality 

statements with logic flows, shown as a directed line. 

Air Flowing

«RequiredCondition»

Air Flowing

«RequiredCondition»

Air Flowing

«RequiredCondition»

Hose Ruptures

«Hazardous Event»

Hose Ruptures

«Hazardous Event»

Hose Ruptures

«Hazardous Event»

Hose disconnects

«BasicFault»

Hose disconnects

«BasicFault»

Hose disconnects

«BasicFault»

or operator_150059or operator_150059

and operator_160060and operator_160060

Fluid loss into 
environment

«ResultingCondition»

Fluid loss into 
environment

«ResultingCondition»

Fluid loss into 
environment

«ResultingCondition»

Logical flow
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Other things on FTA Diagrams using the Dependability Profile

Gas Leak

«BasicFault»

Gas Leak

«BasicFault»

«Manifests»
«Detects»

«Extenuates»

Gas Leak

«BasicFault»

safety requirement_160066
«SafetyRequirement»

The backup pump shall take over 
if a leak is detected in the 
primary pump. 

requirement_160067
«Requirement»

The pressure sensor shall be 
able to detect a leak in the 
breathing circuit

PressureSensor

«Detects»

«TraceToReq»

BreathingCircuit

«Manifests»

BackupPump

«Extenuates»

«TraceToReq»

Indicates design responsibility 

for detecting the presence of 

the fault. 
Indicates design responsibility 

for mitigating the risk of the 

fault. 

Indicates the design element 

where the fault could arise

Class (or 

Block)

Safety 

Requirement
Requirement

Trace to 

Requirement
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What if I just have a SysML Tool? Option 1 – Block Diagram

▪ Option 1: Block Diagram

− Create blocks with 

ports 

• Operators have x 

input ports and y 

output puts (ex. 2 

input ports and 1 

output port for AND 

operator)

− Add blocks for Faults 

(1 output port), 

Resulting Conditions (1 

input, 1 output) and 

hazards (1 input)

− Create an instance 

diagram and connect 

the instances with 

connectors between 

the ports of the 

instances
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What if I just have a SysML Tool? Option 2 – Parametric Diagram

▪ Option 2: Parametric Diagram

− Create operators as 

Constraint Blocks

− Add Constraint 

Parameters for inputs and 

outputs (as above)

− Use Value Properties for 

scalar inputs and outputs

− Create a diagram with 

Constraint Properties 

(instances of Constraint 

Blocks) linking constraint 

parameters with Binding 

Connectors
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Addition of Safety Measures is Analysis → Design FTA

Analysis FTA Design FTA
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Safety Analysis Diagram

▪ A Fault Tree Analysis diagram is a causality diagram used to specifically show the caual

relations between faults, events and conditions that manifest as hazards

− Its purpose is to clearly understand how elements combine to cause hazards and to find 

the best places to add safety measures

▪ A Safety Analysis diagram is shows the relation between safety goals, safety requirements, 

control measures and design elements. 

− Its purpose is to show how the safety goals are met by the safety requirements, how 

they relate to safety control measures, and how control measures are realized by design 

elements
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Safety Analysis Diagram Elements

safetygoal_160073
«SafetyGoal»

A safety goal is a high-level abstract 
requirement that is generally not directly 
testable. It uses the contain relation to trace to 
associated, testable safety requirements. It is 
realized by safety measures.

safety requirement_160075
«SafetyRequirement»

A safety requirement is a normal, testable 
requirement whose compliance impacts the 
safety of the system. Contributes to a safety 
goal. 

safety measure_160077
«SafetyMeasure»

A safety measure is an abstraction of a set of 
related design element structures and behaviors 
that collectively realize one or more safety 
requirements. It connects to design elements 
via the implements relation.

Abstract Elements
FTA Elements

Safety Goal
An abstract requirement

Safety 

Requirement
A concrete requirement

Safety 

Measure
A safety design pattern

Any FTA element may be 

added to this diagram

UML/SysML Elements

Classes, blocks, and 

relations among them 

maybe added to this 

diagram
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Safety Analysis Diagram Relations

▪ Contributes

− Points to an element to which the 

current one contributes, primarily 

used to show which safety goals 

address which hazards

▪ Contains

− Points to an element logically 

contained within the abstraction, 

primarily used to trace from safety 

goals to specific safety 

requirements

▪ Realizes

− Points to an abstraction realized by 

the current element; often used for 

safety measures realizing a goal or 

requirement. 

▪ Implements

− Points to the goal, measure, or 

requirement realized by a design 

or implementation element. 

hazard_160079

«Hazard»

hazard_160079

«Hazard»

«Contributes»

hazard_160079

«Hazard»

safetygoal_160081
«SafetyGoal»

«Contributes»

safety requirement_160083

«SafetyRequirement »

«Contains»

safety measure_160085
«SafetyMeasure»

«Realizes»

class_160086

«Implements»

class_160087

1

1

itsClass_160087

itsClass_160086

«Implements»
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Safety Analysis Diagram
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Safety Relevant Metadata: Hazards

Hazards are a stereotype and as 

such, contain tags to hold relevant 

metadata

Hazards can be summarized in a 

Hazard Table
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Safety Relevant Metadata: Basic Faults
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Safety Relevant Metadata: FMEA

export
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Safety Relevant Metadata: FMEA (shown in Excel)
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Other Predefined Tables and Matrices in the Dependability Profile

Trace from all fault element 

types to requirements

Trace from all fault element 

types with specific relations

Metadata of relevant 

elements
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How to build a Safety Analysis

▪ A hazard is a condition that leads to an accident or loss

▪ A hazard is characterized by

− Likelihood (L)

− Severity (S)

− Risk = L * S

Identify 
Hazards

Describe 
Hazards

Identify 
Related 

Conditions

Describe 
Conditions

Create 
Causality 

Tree

Add 
Safety 

Measures
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How to build a Safety Analysis

Identify 
Hazards

Describe 
Hazards

Identify 
Related 

Conditions

Describe 
Conditions

Create 
Causality 

Tree

Add 
Safety 

Measures

Define the hazard 

metadata to define and 

understand the hazard, 

its severity, and its 

likelihood
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How to build a Safety Analysis

Hazard

Required 
Condition

Hazardous 
Event

Normal 
Event

Resulting 
Condition

Fault

Identify 
Hazards

Describe 
Hazards

Identify 
Related 

Conditions

Describe 
Conditions

Create 
Causality 

Tree

Add 
Safety 

Measures

A required condition is a 

preconditional invariant or assumption 

A fault is a system non-

conformance. It may be 

systematic (error) or random 

(failure)

A normal event is an occurrence 

expected by or normal to the 

system and its operational context 

A hazardous event is an event 

that is known to pose a safety 

concern

A resulting condition is one 

that results from a combination of 

more basic events and conditions
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How to build a Safety Analysis

Identify 
Hazards

Describe 
Hazards

Identify 
Related 

Conditions

Describe 
Conditions

Create 
Causality 

Tree

Add 
Safety 

Measures

Characterize 

conditions, 

especially faults. 

This information 

can be used to 

generate a Fault 

Mode and Effect 

Analysis (FMEA)

Failure mode should include 

(but shouldn’t be limited to):

• Open, 

• Short, 

• Parameter shift, 

• out of adjustment, 

dielectric breakdown

• Intermittent operation

• Spurious operation

• Wear

• Mechanical failure

• Sticking

• Loose

• Fracture

(ARP4761)
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How to build a Safety Analysis

Identify 
Hazards

Describe 
Hazards

Identify 
Related 

Conditions

Describe 
Conditions

Create 
Causality 

Tree

Add 
Safety 

Measures

The FTA shows the relation – using 

logical operators such as AND, OR 

and NOT – among faults, events, 

and conditions. 

These result in resulting conditions 

that may be further logically 

combined to result in manifested 

hazards. 
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How to build a Safety Analysis

Identify 
Hazards

Describe 
Hazards

Identify 
Related 

Conditions

Describe 
Conditions

Create 
Causality 

Tree

Add 
Safety 

Measures

Safety measures reduce either

- The likelihood of a fault

- The severity of a fault

The measure works because for the 

hazard to manifest the original fault 

must occur AND the safety measure 

must also fail

These will be represented in

- Safety requirements

- Safety design elements
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Example Fault Tree Analysis: The Hazard
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Example Fault Tree Analysis: Assumptions and Required Conditions
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Example Fault Tree Analysis: Add Underlying causes
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Example Fault Tree Analysis: Add logical operators and flows

Resulting Condition
AND operator

OR operator

Logic (causality) flow
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Example Fault Tree Analysis: Add Control Measures
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Example Fault Tree Analysis: Add Safety Requirements
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Exercise: Identify Hazards and Faults

▪ An “E-Bike” (bicycle with an optional-use electric motor) is being designed. It is a standard 

bicycle but the user can also engage an electric motor to augment the force provided by 

pedaling. The motor can – by itself – power the bike up to 20 kph for up to 3 hours. 

▪ Identify at least 5 hazards and 6 possible safety-relevant faults that could lead to those 

hazards

20 min
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Exercise: Automotive braking system

▪ A braking system is being designed, activated by the driver depressing the pedal. 

− The amount of braking force applied is a function of the speed of the pedal movement, the 

force with which it is depressed, and the position of the pedal.  

− The braking controller monitors the vehicle speed and speed of the individual wheels (to 

determine slip and lock) as well as the brake pedal position, velocity, and acceleration. 

− Braking force is applied to the individual wheels via the braking actuation system. 

▪ Step 1:

− Review the simple design with all relevant elements on a SysML block diagram on the next 

page

▪ Step 2:

− Hazard Identification

• Identify at least three hazards of this system. 

• Fill in the hazard metadata for each hazard

▪ Step 3: Create an FTA diagram for one such hazard, identifying

− Hazard

− Basic faults (at least five)

− Required conditions

▪ Step 4: Add safety measures to address each basic fault (at least three in total)

− Resulting safety requirements (at least three) 
20 min

10 min

20 min
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Braking Safety: Design: Step 1



© 2019 Bruce Powel Douglass, Ph.D.43

Cut sets

▪ A Cut Set (aka Minimal Cut Set) is a collection of faults which, when taken together, can 

lead to a hazard

▪ Cut Set Analysis is the discovery of the complete set of cut sets

▪ There are many cut sets to be considered

− In general, if you are considering n binary (present/non-present) conditions, then there 

are 2n cut sets to be considered. 

▪ Cut set analysis is done to ensure that there is

no means by which the hazard condition can be

attained that is unmitigated so that it is either

− Unlikely enough

− Not severe enough

▪ Consider the combination of faults in the figure:

a b c d

e
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Cut sets

Basic Fault/

Condition

a b c d e Hazard

1 T T F F T T

2 F F T T T T

3 T T T T T T

4 T F F F T F

5 F T F F T F

6 F F T F T F

7 F F F F T F

8 T T T T F F

9 F T T T F F

10 F F T T F F

(22 more…)
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Hazard Risk 

From: IEC 61508-5: Functional Safety of Electrical/ Electronic/ Programmable Electronic Safety-Related Systems
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Risk Graph

From: IEC 61508-5: Functional Safety of Electrical/ Electronic/ Programmable Electronic Safety-Related Systems

Determine SIL
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Explanation of Risk Graph

From: IEC 61508-5: Functional Safety of Electrical/ Electronic/ Programmable Electronic Safety-Related Systems
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IEC 61508 Risk Targets

SIL Probability of 

Failure per Hour

Risk Reduction Factor

1 10-1 to 10-2 10 – 100

2 10-2 to 10-3 100 – 1000

3 10-3 to 10-4 1000 – 10,000

4 10-4 to 10-5 10,000 – 100,000

SIL Probability of 

Failure per Hour

Risk Reduction Factor

1 10-5 to 10-6 100,000 – 1,000,00

2 10-6 to 10-7 1,000,000 – 10,000,000

3 10-7 to 10-8 10,000,000 – 100,000,000

4 10-8 to 10-9 100,000,000 – 1,000,000,000

Low demand operation

Continuous demand operation

Note that 100,000 hours is 4167 days or 11 years, 5 months of operation before a fault would be expected

Note that 1,000,000,000 hours 114,155 years of operation before a fault would be expected
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Hazard Severity and Probability

▪ Hazards can not, in general, be completely obviated. That means they can, and will occur

▪ Safety standards dictate acceptable levels of severity and likelihood for faults. 

▪ This safety data is captured in the hazard metadata
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Fault Severity and Probability

▪ Faults similarly have probability

− Their severity is that of the worse hazard severity in a cut set in which the fault 

participates
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Calculating the likelihood of hazards

▪ Assuming two conditions, a and b are independent and not mutually exclusive then

− For a AND b, the likelihood of a TRUE outcome is p(a AND b) =  p(a) * p(b)

− For a OR b, the likelihood of a TRUE outcome is p(a OR b) = p(a) + p(b) – p(a AND b)

P(a) = 0.2 P(b) = 0.3

P(c) = 0.4

Analysis

P(a OR b) = .2 + .3 - .06 = .44

P((a OR b) AND c) = .44 * 4 = .176

Generally, the probabilities dealt 

with in safety critical systems are 

between 10-4 and 10-9
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Calculating the likelihood of hazards

▪ You can calculate the hazard probability via “propagation of probabilities” by performing 

computations up the causal chain.

▪ Probability Computation

− Step 1: Create FTA

− Step 2: Document primitive fault probabilities

• Assume Required Conditions and Required Events have probability 1.0

− Step 3: Write the FTA as a succession of equations

• AND: PAND = P1 * P2  where P1 is the probability of input 1 &  P2 is the probability of 

input 2

• OR: POR = P1 + P2 – P1 * P2

• NOT: PNOT = 1.0 - P1

• NAND: PNAND = 1.0 - P1 * P2

• NOR: PNOR = 1.0 - P1 + P2 – P1 * P2

• XOR: Remember: PXOR = (P1 AND (NOT P2 )) OR ((NOT P1) AND P2)

so PXOR = (P1 * (1.0-P2)) + ((1.0-P1) * P2) - (P1 * (1.0-P2)) * ((1.0-P1) * P2) 

− Step 4: Do the math 

− Step 5: Repeat in the next step of the causal chain
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Calculating the likelihood of hazards: Doing the math

▪ Prc1 = Pre1 + Pbf1 – Pre1*Pbf1

= 0.2 + 0.3 – 0.2*0.3 = 0.44

▪ Prc2 = Prc1 + Phe1 – Prc1*Phe1

= 0.44 + 0.4 – 0.44*0.4 = 0.664

▪ Ph1 = Prc2 * Pbf2

= 0.664 * 0.5 = 0.332

▪ So the probability of the hazard is 0.332

▪ As previously mentioned, the probabilities are usually more in 

the range of 10-4 to 10-9

▪ Recompute the hazard risk for the following probabilities:

− Pre1 = 0.1

− Pbf1 = 0.2 x 10-6

− Pbf2 = 0.25 x 10-6

− Phe1 = 0.15 x 10-7

▪ What is

− Prc1

− Prc2

− Ph1
NormalEvent 1

«NormalEvent»

NormalEvent 1

«NormalEvent»

NormalEvent 1

«NormalEvent»

BasicFault 1

«BasicFault»

BasicFault 1

«BasicFault»

BasicFault 1

«BasicFault»

or operator_10007or operator_10007

ResultingCondition 1

«ResultingCondition»

ResultingCondition 1

«ResultingCondition»

ResultingCondition 1

«ResultingCondition»

HazardousEvent 1

«Hazardous Event»

HazardousEvent 1

«Hazardous Event»

HazardousEvent 1

«Hazardous Event»

or operator_20014or operator_20014

ResultingCondition 2

«ResultingCondition»

ResultingCondition 2

«ResultingCondition»

ResultingCondition 2

«ResultingCondition»

Hazard 1

«Hazard»

Hazard 1

«Hazard»

Hazard 1

«Hazard»

and operator_30019and operator_30019

BasicFault 2

«BasicFault»

BasicFault 2

«BasicFault»

BasicFault 2

«BasicFault»

Pne1 = 0.2
Pbf1 = 0.3

Phe1 = 0.4

Prc1 = ???

Prc2 = ???

Pbf2 = 0.5

Ph1 = ???
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Calculating the likelihood of hazards: Doing the math

NormalEvent 1

«NormalEvent»

NormalEvent 1

«NormalEvent»

NormalEvent 1

«NormalEvent»

BasicFault 1

«BasicFault»

BasicFault 1

«BasicFault»

BasicFault 1

«BasicFault»

or operator_10007or operator_10007

ResultingCondition 1

«ResultingCondition»

ResultingCondition 1

«ResultingCondition»

ResultingCondition 1

«ResultingCondition»

HazardousEvent 1

«Hazardous Event»

HazardousEvent 1

«Hazardous Event»

HazardousEvent 1

«Hazardous Event»

or operator_20014or operator_20014

ResultingCondition 2

«ResultingCondition»

ResultingCondition 2

«ResultingCondition»

ResultingCondition 2

«ResultingCondition»

Hazard 1

«Hazard»

Hazard 1

«Hazard»

Hazard 1

«Hazard»

and operator_30019and operator_30019

BasicFault 2

«BasicFault»

BasicFault 2

«BasicFault»

BasicFault 2

«BasicFault»

Pne1 = 0.2
Pbf1 = 0.3

Phe1 = 0.4

Prc1 = ???

Prc2 = ???

Pbf2 = 0.5

Ph1 = ???

=

Doing the math with a parametric diagram
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Doing the Math with a Parametric Diagram

Constraint Properties (from the 

constraint blocks)

Value properties
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Doing the Math with a Parametric Diagram
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Exercise: Calculate the Hazard Probability

▪ Compute

− Pcannot detect brake pedal

− Pcannot communicate

− Phazard

Cannot Detect 
Intention to Brake

«Hazard»

Cannot Detect 
Intention to Brake

«Hazard»

Cannot Detect 
Intention to Brake

«Hazard»

Brake Pedal 
Sensor Fault

«BasicFault»

Brake Pedal 
Sensor Fault

«BasicFault»

Brake Pedal 
Sensor Fault

«BasicFault» Vehicle Bus Fault

«BasicFault»

Vehicle Bus Fault

«BasicFault»

Vehicle Bus Fault

«BasicFault»

and operator_40037and operator_40037

or operator_50038or operator_50038

and operator_60039and operator_60039

Secondary Brake 
Pedal Sensor Fault

«BasicFault»

Secondary Brake 
Pedal Sensor Fault

«BasicFault»

Secondary Brake 
Pedal Sensor Fault

«BasicFault»

Cannot Detect 
Brake Pedal

«ResultingCondition»

Cannot Detect 
Brake Pedal

«ResultingCondition»

Cannot Detect 
Brake Pedal

«ResultingCondition»

Secondary Vehicle Bus Fault

«BasicFault»

Secondary Vehicle Bus Fault

«BasicFault»

Secondary Vehicle Bus Fault

«BasicFault»

and operator_70047and operator_70047

Cannot Communicate 
Braking Intention

«ResultingCondition»

Cannot Communicate 
Braking Intention

«ResultingCondition»

Cannot Communicate 
Braking Intention

«ResultingCondition»

Brake Pedal 
Monitor Fault

«BasicFault»

Brake Pedal 
Monitor Fault

«BasicFault»

Brake Pedal 
Monitor Fault

«BasicFault»

p = 1e-3

p = 0.25 e-3

p = 1e-3

p = 1e-5 p = 1e-5

20 min
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E-Bike Hazards and Faults

Hazards

• Inability to steer

• Inability to brake

• Motor speed too fast

• Inability to disengage motor

• Fire

• Electrical shock

Faults

• Steering tube freezes

• Steering tube loosens

• Braking caliper failure

• Braking cable freezes

• Braking cable slips

• Electrical short (casing)

• Electrical short (internal)

• User motor control knob fault

• Motor controller fault
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Braking Safety: Hazards: Step 2
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Braking Safety: FTA Step 3
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Braking Safety: FTA Step 4
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Braking Safety: FTA Step 4

Highlights added 

control measure
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Braking Safety: FTA Step 4
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Braking Hazard Probabilities

“Show Formula” View 

“Show Value” View 


